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Abstract. There are several methods to assess the capability of a orga-
nization to prevent attacks in a potentially wrong collaborative scenario.

In this paper we explore a methodology based on considering some
probabilistic information. We assume that we are provided with a prob-
abilistic user model. This is a model denoting the probability that the
entity interacting with the system takes each available choice.

We show how to build these models using the log files. Moreover, we
define the meaning of a good, a bad and a suspicious behavior. Finally,
we present a mechanism to share the information presented in each node
of the collaborative system.

1 Introduction

Among those areas where the development of Computer Science has changed
our society during the last years, the relevance of the collaboration among dif-
ferent information systems is remarkable [9,4,11,16]. There is a strong demand
for access control of distributed shared resources in nets of collaborative organi-
zations [8,13], where the classical notion of client server architecture is obsolete
and useless. A net is composed of several organizations sharing services, employ-
ees, and resources among them. Therefore cross-organizational interoperability
is a major challenge to nets of virtual organizations [5]. To be able to specify
not only the functional aspect of a net but also those aspects that guarantee the
interoperability policies is an industrial necessity [12,6].

Currently a perspective that has received little attention is the establishment
of a sound methodology to determine the correctness of a net with respect to all
the interoperability policies that are defined on it. Formal methods [14] provides
us a compound of mathematical techniques that allows the automated design,
specification, development and verification of software systems.

One of the advantages of using a formal representation of systems is that it al-
lows to rigorously analyze their properties. In particular, it helps to establish the
correctness of the system with respect to the specification or the fulfillment of
a specific set of requirements, to check the semantic equivalence of two systems,
to analyze the preference of a system to another one with respect to a given
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criterion, to predict the possibility of incorrect behaviors, to establish the per-
formance level of a system, etc. By using these techniques, the search of critical
cases becomes a more systematic task, as it depends less on the pure intuition
of programmers.

In a collaborative scenario sometimes we can consider that we are provided
with some information that does not concern properties of the environment itself
to increase the power of error detections of these methodologies [3]. For instance,
let us assume that we are provided with a probabilistic model of the user that will
interact with the system. This model defines the probability that the external
environment (e.g., a human user, another system, a medium, etc) takes each
available choice at each time. Let A be a finite set of ways to interact with the
system and let us suppose that, according to the user model, the probability
that the user interacts with the system according to any behavior belonging to
A is p.

The main goals of this paper are: a) to define the user models in a collaborative
scenario; b) to show how to build these models by using the log files; c) to provide
a methodology to classify the interactions of real users with these virtual models
in the sets of good, bad and suspicious. Moreover, taking into account that our
systems are in a collaborative scenario, an additional contribution is to show
how the information collected in different user models can be shared among the
net of systems in order to use this knowledge to prevent attacks.

The rest of the paper is structure as follows. In Section 2 we present how
to create the user models. In Section 3 we show how to spread the knowledge
among the different nodes. Finally, in Section 4 we present our conclusions and
some lines of future work.

2 User Models

Data mining is becoming an increasingly important tool to transform data into
information. This technique is commonly used in a wide range of profiling prac-
tices, such as marketing, surveillance, fraud detection, and scientific discovery.
Roughly speaking, data mining is the process of extracting hidden patterns from
data sets. In Figure 1 we represent the process that we use in order to perform
the extraction of the most relevant information related to the interaction of users
with the system. It follows the scheme presented in [15]. First, we consider that
we are provided with a set of data recorded from the interaction between dif-
ferent users and the system. Let us note that a bigger number of records in the
database reflects that there exist more kinds of users represented in it. Next,
a selection of data is made and preprocessed in order to check that there does
not exist any incongruence, that is, the set of data represents traces of users
that have been observed during their interaction with the system. We will focus
on extracting sets of relevant behaviors from this set of data, that is, those se-
quences of interactions of the users with the system that appear more frequently.
In order to determine these behaviors we use the usual techniques for obtaining
frequent patterns from a database (see, for example, [1]). The task of discover-
ing the frequency of each behavior in the database is performed by means of the
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Fig. 1. The data mining process

applications of any of the existing tools. In our approach we use [7]. Once we
have collected the information corresponding to the usual behaviors and their
frequency, we can convert this information into a user model that we can use in
our algorithm (that will be described later).

Next, let us describe the extraction of a probabilistic model to represent how
users decide to interact with the system, using the processed data that we have
obtained with the data mining process. Intuitively, a user model includes the
probability that a user chooses each input in each situation. We use a particular
case of Probabilistic Machine to represent user models, interested readers can be
found the formal details in [2] . Let us note that the interaction of a user with a
system ends whenever the user decides to stop it. Consequently, models denoting
users must represent this event as well. Therefore, given a probabilistic machine
representing a user model, we will require that the sum of the probabilities of all
inputs associated to a state is lower than or equal to 1. The remainder up to 1
represents the probability of stopping the interaction at this state. Due to space
limitations, we simply describe the intuitive idea to deal with the construction
of the model.

Let us consider that we have three different interactions of the users with our
organization. These are 〈AccessFile, 10 : 20 : 20123005〉, 〈AccessFile, 10 :
47 : 20123005/UpdateFile, 10 : 52 : 20123005〉 and 〈ModifyFile, 10 : 31 :
20123005〉.

Each iteration is a sequence of pairs action/time stamp. For instance the first
one represents a user that performs AccessFile in a shared resource at 10 :
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20 : 20123005 (hour:minute-year-day-month). The user model that represents
this interaction is presented in Figure 2.

The initial state of this model (M) is q0, and it represents the probability of
executing each interaction by the users. The transitions of the Figure 2 follow
this pattern: action/time-stamp/probability/number-of-behaviors. For instance
the transition q0

AccessFile,10:20:20123005,1,#1−−−−−−−−−−−−−−−−−−−−−−−→ q1 represents that any user that
interacts with the organizations, with probability 1 (always) performs the action
AccessFile. The time stamp is included in order to update the model in the
future. The last parameter, by means #1 represents the number of behaviors that
the transition represents. Finally, the meaning of not having outgoing transitions
from q1 means that the user stops at q1. Now, let us consider the next behavior,
that is 〈AccessFile, 10 : 47 : 20123005/UpdateFile, 10 : 52 : 20123005〉. After
including this behavior in the previous model we obtain the model presented in
Figure 3.

Let us remark the main differences of this automaton with respect to the
previous one. First of all, the transition q0

AccessFile,10:47:20123005,1,#2−−−−−−−−−−−−−−−−−−−−−−−→ q1 has
upgraded the time stamp and the number of behaviors that it represents. That is,
we have collected the last time when this action was performed into the system.

Next, a new transition has been created q1
UpdateFile,10:52:20123005, 1

2 ,#1−−−−−−−−−−−−−−−−−−−−−−−−−→ q2. Let
us note that the probability of executing this transition is 0.5. The remainder
to 1 means that with probability 1 − 0.5 the user stops at state q2. So, we do
not loose the first behavior, and we are able to add a new behavior. Next, we



upgrade the previous behavior with the log 〈ModifyFile, 10 : 31 : 20123005〉.
The final version of the user model is presented in Figure 4.
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Fig. 4. Creation of user model (3/3)

There are two relevant parts in this automaton. On the one hand, a new

transition q0
ModifyFile,10:31:20123005, 1

3 ,#1−−−−−−−−−−−−−−−−−−−−−−−−−→ q3 has been created. On the other
hand, all the transitions outgoing from q0 (in this case there is only one):

q0
AccessFile,10:52:20123005, 2

3 ,#1−−−−−−−−−−−−−−−−−−−−−−−−−→ q1 have updated their associated probability
value. Let us note that the new automaton behaves as follows. It starts at state
q0, and defines that all the users of this model perform with probability 1

3 the
action ModifyFile, and with probability 2

3 the action AccessFile.
In addition, the previous process is incremental, and we consider that each

organization during a period of time is able to build its own user model. The
following step of our approach is to define the meaning of a probabilist log, the
semantics of a good/bad user behavior and the notion of a suspicious behavior.

Next, we identify the probabilistic traces of user models. These traces will
be used in order to provide a coverage degree of a possible user behavior with
respect to another. These traces are sequences of pairs of action/probability. We
say that α1, p1/α2, p2/ . . . /αn, pn is a probabilistic trace of the user models if
there exists these transitions in the automaton:

q0
α1,−,p1,−−−−−−−−−−→ q1

α2,−,p2,−−−−−−−−−−→ s2, . . . , qn−1
αn,−,pn,−−−−−−−−−−→ qn

Following, the notion of a good/bad user behavior represents a possible error of
the system. The idea is that if a sequence of actions performed by a user in an
organization is not presented in the user model that it has generated, then, a
warning message should be sent to the administrator in order to ask him if this
is a good or a bad sequence. On the one hand, if ω is good then our approach
dynamically will accept it and will update the model. On the other hand, the



model continues without any change. Let ω′ = 〈α1, t1, . . . , αn, tn〉 be a user
behavior (t1, . . . , tn represent time stamp). We say hat ω′ is good if there exists
the following probabilist trace of the automaton α1, p1, . . . , αn, pn. However, if
this probabilist trace does not exist then ω′ is classified as bad.

Finally, we introduce the notion of suspicious behaviors. Basically, these are
good interactions of the users with respect to the organization, but the prob-
ability of these actions do not match with those that appear in the model.
For doing this, instead of comparing a sequence we need a set of sequences.
To compute them, first we need to assign a probability value to each behav-
ior. Let ω = 〈α1, t1, . . . , αn, tn〉 be a sequence of actions of a user. We say
that the probability to happen ω is the probability to perform each action
and to stop after the input n. That is, if ω is good then there exists a prob-
abilist trace α1, p1, . . . , αn, pn. This means that there exists the following tran-
sitions q0

α1,−,p1,−−−−−−−−−−→ q1, . . . , qn−1
αn,−,pn,−−−−−−−−−−→ qn. Finally, the probability of ω is

p1 ∗ . . . ∗ pn ∗ stop(qn). Where stop(qn) is the remainder to 1 of the probability
values associated to the transitions outgoing from this state.

For example, let us consider the user model presented in Figure 4 and the fol-
lowing four user behaviors (we remove the time stamps because they are not used
in this approach) ω1 = 〈AccessFile,−〉, ω2 = 〈AccessFile,−/UpdateFile,−〉,
ω3 = 〈ModifyFile,−〉, and ω4 = 〈ModifyFile,−/UpdateFile,−〉. The proba-
bility associated with them are:

sequence Operations V alue

ω1
2
3 ∗ 0.5 1

3

ω2
2
3 ∗ 0.5 ∗ 1 1

3

ω3
1
3 ∗ 1 1

3

ω4
2
3 ∗ 0 0

Let us remark that the probability values for ω1, ω2 and ω3 were 1
3 . These

values are the expected one because we generated this user model from ω1, ω2

and ω3. The probability associated with ω4 is 0. It means that this sequence was
never performed before, while the user model was created, thus, it represents a
bad error.

3 Propagating Knowledge

In this section we present the architecture of a collaborative scenario, and how
the information about the users are shared in order to prevent some attacks or
bad behaviors.

In Figure 5 there are represented three different organizations that might share
resources (the circles). Each organization has its local set of security policies
that defines the roles and the access for its employees. Moreover, each shared-
resource has associated a user model (represented by a square). In particular, in
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this example the first organization has two shared resources, the second one four
resources and the third one three resources. The lines between different resources
denote a possible dependency of a resource with another resource. Sometime this
link is inside the same organization but, sometimes they link shared resources
of different organizations.

In addition, the user models, represented by squares, have two different kind
of connections. On the one hand they are connected with the shared-resource
from where this model was created. The second kind of link is made based on
the similarity of the users. Previously, when the different behaviors of the users
were collected into logs we considered that they only contained the action and the
time stamp. But we can consider that there are recorded also some metadata in
those files. Let us note that in the legal community, the term metadata has been
defined as “a variety of data associated with electronic documents or files” [10].
The lines that links the user models in Figure 5 define different relationships
among them. These relationships will be used in the algorithm to compare two
different user models, and dynamically decide whether those models should be
updated.

Let M1 be a user model.We will say that M1 is up-to-date with respect to
their neighborhood if at least the 50% of its possible user behaviors appears
in its associated neighbors. On the contrary, if M1 is not up-to-date then its
neighbors will start sending to him some of their more relevant behaviors in
order to update M1.

Let us introduce this notion with our current example. In Figure 6 it is pre-
sented the last user model that we created and two of its neighbors. Note that
according to our definition, our user model M1 should contain at least 50% of the
behaviors of its neighbors. On the one hand, the user model represented on the
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left, by means M1a, only represents one sequence of user interactions: 〈α1, t1〉.
The probability to perform this sequence in M1 is 1

3 . On the other hand, the user
model represented on the right, by means M1b, only contains ω = 〈α1, t1/α2, t2〉.
The probability to perform ω in M1 is 0, so at the end we have that the sum of
representativity of the neighbors of M1 in it is 1

3 . Thus, M1 should be updated,
that is, to spread the knowledge from their neighbors to M1 as follows:

1. Select the set of behaviors of M1a and M1b that are not presented in M .
2. Sort these sequences with respect to their representativity.
3. Send one by one these sequences to M1, and update the model until the

representativity of M1a and M1b would be bigger than or equal to 50%.

In addition, according to previous updating algorithm, M1b sends to M1 the
sequence 〈α1, t1/α2, t2〉. M1 receives this sequence and it is upgraded. In Figure 7
it is shown M1 after the updating process. Now we can check that in this model
the probability associated with 〈α1, t1〉 changed to 1

4 however, the probability
associated to 〈α1, t1/α2, t2〉 is 1

2 , so at the end we have that the representativity
of their neighbors is at least 50% of its behavior.
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4 Conclusions and Future Work

In this paper we have presented a methodology to check correct and incorrect
behaviors in a collaborative scenario. By using data mining techniques we gen-
erate user models in order to guide this technique. Due to the fact that we are in
a collaborative scenario, the knowledge about the users should be spread among
the different nodes. Thus, we also present a methodology to upgrade the models
with respect to its neighbors.

As future work we plan to extend this framework to study the inclusion of
user models to check the security policies of the nets of virtual organizations.
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