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Abstract—Passive testing uses the historical interaction files of system, or for example, let us consider the task of testing

the systems in order to decide their correctness. In our teBlg g bank account manager. A possible test suite to check the
framework, we represent the most expected properties to cloi& correctness of this system might be:

by using invariants. Normally, a tester introduces the set b
invariants to perform this task, but in many cases the size of 1) Create a new account.

this set is too small. This paper presents a way to provide a  2) Change the ID of a user of the system.

bigger set of representative invariants to the testers. Tl novel 3) Insert$1.000.000 in the account XXX.YYY.ZZZ
approach is based on applying genetic algorithms in a smalles of 4) Delete a. usér ’ ) ’

invariants, in order to generate a representative bigger inariant
suite. ) _ _ _ As we observe, it is very risky to perform these actions in
Index Terms—Passive Testing, Genetic Algorithms systems that are working in this way. So, the testers would
use passive testing techniques in order to test it.
In our formal passive testing framework [14], [15], we
The complexity of current systems, the large number @bnsider the following properties. First of all, we are gcead
people working on them, and the number of different modulggth a formalspecificationof the system. In this specification
that interact with each other, make it difficult to decideitheall the correct behaviours of the system are represented. We
correctnessTesting techniquefl], [2] allow us to provide a also consider that we are provided with a set of formal reguir
degree of confidence in the correctness of a system. Thegents, that we will calinvariants The invariants represent the
techniques can be combined with the use of formal methost expected properties to be checked in $he. In these
ods [3], [4], [5], [6], [7], [8] in order to semi-automatidgl invariants a tester is able to represent not only functioma
perform some tasks involved in testing through the use afso non functional requirements.
tools [9]. The application of formal testing techniques to Usually we consider different ways to obtain a set of
check the correctness of a system requires to identify fi§ariants. In our classical approach we present that igss
critical aspects, that is, those characteristics that will ma%‘%lggested by the tester. In this case, before using theamsr
the difference between correct and incorrect behaviordléeVhiy check the correctness of the system, we have to check
the relevant aspects of some systems only conaémat they  he correctness of them with respect to the specification. It
do, in some other systems it is equally relevawoiv they make not sense to check the correctness of a system with
do what they do. Thus, during the last years formal testingme possible wrong properties. Within this first approaeh w
techniques also dealt with non-functional properties.His t getected the following two problems: The set of invariants
paper we focus on systems that contain temporal restritiopignt be erroneus and the size of the set of invariants was
being already several proposals for timed testing (€.d}, [1§oo small. Thus, actually the computational resources lhic
[11], [12], [13]). we are provided allow us to check huge set of invariants
In testing, we can distinguish between two approachgg: the same time without decreasing the perfomance, and
Passiveand Active The main difference between them ig,oymally the testers “from scratch” do not generate a set of
whether a tester can interact with the System Under Teg{ariants so big. In this way in [16] we show how to use
(SUT), or not. If the tester can interact with tH8UT, then the specification of the system to provide the tester withta se
we are in the active testing paradigm. On the contrary, if thg jnvariants. We presented an algorithm that automaicall
tester simply monitors the behavior, then we are in the passherives a set of invariants. Unfortunately, the set of dtiv
testing paradigm. Actually, it is very frequent that thet¢ess  jnyvariants was so big, sometimes infinite, and it was non-
unable to interact with th&UT. In particular, such interaction representative. With non-representative we mean that we we
can be difficult in the case of large systems working 24/{naple to establish any criterion to compare invariants. Fo
since this interaction might produce a wrong behavior of tfl%ample to decide the set of 4-better invariants. To solve
. . this handicap, in[[17] we assume the hypothesis of having
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number 910606). of the users with th&SUT. This information was collected in
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a database. We applied data mining techniques in order to a/y/6
generate a probabilistic model |18] to describe the users of

the system. We adapted the algorithm|[of|[16] to use this new ajz/3
information. The underline idea was to guide the invariant start—-

generation in order to check the most frequent user sequence

actions presented in the probabilistic model.

However, we consider that these are not the unique and opti- c/x/4 c/z/4
mum possible ways to provide a tester with a set of invariants aly/2
Within the last approach we generated the properties basing a/x/1
the most common input sequences performed by the users of e
this SUT. But, let us consider that we have produced several
implementations, and they are placed in different location c/z/1
and we want to generate a representative invariant suite to c/y/2

test all of them. Usually the users that are interacting \aith
SUT do not interact with anothe3UT. Regarding our previous
approach we would generate a user model for each system, but
we were not able to generate a unique invariant suite, gharin
the information presented in each user model. In this paper
we present a novel methodology basedgemetic algorithms e jmplementation and the amount of time between each
to cross the sets of invariants that we have for €8dfi, in i, youtput pair. The classical notion of trace, which sioe
order to generate powerful set of representative invariants, ¢ include any time information, is calledran-timed trace
with respect to any user model. The use of genetic algorithmsDefinition 2 Let M = (S,50,Z,0,T) be aTFSM We
. . : f . - ;905 +£, Y,
applied to formal testing tasks is not new|[[19],[20],/[222], say that(iy /o1 /t1,i2/02/ta, . .. in on/t) is atimed trace

SOTV;]“; ?ggtsgetrhteh%;g; ii f;?jgigéagstc;owg\t mtgézgl r simply trace, of\/ if there is a sequence of transitions such
our formal framework is presented. In Sectlod Il we present

the use of genetic algorithms in order to provide a set of i1/01 iz/02 in/on
representative invariants. Finally, in Sectlod IV we pragbe 51 tr 52 tz 53+ Sn-1 tn 51
conclusions and future work.

Figure 1. Example ofFSM

If (i1/01/t1,...,in/0n/ts) is a timed trace of\/, then the
Il. FORMAL FRAMEWORK sequenc€iy /o1, .. .,in/0,) is anon-timed traceof M. O
In this section we introduce our framework to specify and For  example, if we consider the machine
(passively) test timed systems. We extend the well-knowd  depicted in  Figure []1, we have that
Finite State Machines model by adding time informatiofc/x/4,c/x/4,a/x/3,¢/2/4,¢/z/1,a/x/1) is a timed
concerning the amount of time that the system needs ttace of M. If we remove time information, we obtain
perform transitions. non-timedtraces. For instancée/x, c/x,a/x,c/z,¢/z,a/x)
Definition 1: A Timed Finite State MachineTFSM is a is the non-timed trace associated with the previous timed
tuple (S, s0,Z, O, T), whereS is a finite set of statesy € S trace.
is the initial state,Z and O, with ZN O = @, are the finite  Our passive testing approach is similar to other method-
sets ofinput and output actions, respectively, an@@ C S x ologies since the basic idea consists in recording traces fr
7 x O x Ry x S is the set of transitions. the SUT to detect unexpected behaviours. The main novelty
A TESM M = (S,s0,Z,0,7) is deterministicif for is that a set ofinvariants is used to represent the most
all states and input: there exists at most one transitionrelevant properties of the specification. Intuitively, amdriant
(s,i,0,t,5"). We say thatM is input-enabledf for all state expresses the fact that each time ®idT performs a given
s € S andi € 7 there exists a transitio(s, i, o, t, s'). O sequence of actions, then it must exhibit a behaviour reftect
Let us consider théTFSM depicted in Figurd]l and thein the invariant. In order to express traces in a concise way,
transition(sy, a, x, 3, s2). Intuitively, if the machine is at state we will use the wild-card charactefsandx. The wild-card?
s1 and it receives the input, then it will produce the output represents any value in the sets of inputs or outputs, while

after3 time units. We usually write —/+, s’ as a shorthand represents a sequence of input/output pairs.
of (s,4,0,t,5') € T. As usual in formal testing approaches, Definition 3: We say thatp = [p1, p2] is atime intervalif
we assume that both specifications and implementationsearrb € R4, p2 € Ry U {occ}, andp; < po. We assume that for
represented by the same formalism. In our case, the fonrmaligll ¢ € R, we havet < oo andt + co = oo. We consider that
is the set of deterministic input-enabl@&SMs. IR denotes the set of time intervals.

Next we introduce the notion ofrace of a system. A Let M = (S,50,Z,0,7) be aTFSM We say that the
trace captures the behaviour of an implementation. Tracesjuence¢ is an invariant for M if the following two
collect the outputs obtained after sending some inputs ¢onditions hold:



1) ¢ is defined according to the following EBNF: We can specify a more complex property by taking into
account that we are interested in observing the output

¢ ::= Body +— Consequent ttor the | h h ; iouslv ob d
Body == a/z/p,Body | * /p,Body’ | i after the inputa when t e_palrc_/:c was previously observed.
Body’ = i/z/p,Body | i In addition, we include time intervals corresponding to the
c o L amount of time the system takes for each of the transi-
onsequent ::= O/p >t

tions and to the total time it spends in the whole trace.
In this expression we considgt{ € IR, i € Z, a € We could express this property by means of the invariant
Zu{?}, z€ OU{?}, andO C O. c/x/[3,5],%/[0,5],a — {x}/[2,4] > [4,13]. An observed
2) ¢ is correctwith respect taV/ (formally defined in[[14]). trace will be correct with respect to this invariant if each
O time that we find a (sub)sequence starting with ¢lie pair,
Even though, our machines present time information egerformed in an amount of time belonging to the intefgab],
pressed as fix amounts of time, time conditions establishedifithere is an occurrence of the inpubefores time units pass,
invariants are given by intervals. This fact is due to coasidthen it must be paired with the output symhoénd the lapse
that it can be admissible that the execution of a task sonestinof time betweer: andc must belong to the interva®, 4]. In
lasts more time than expected: If most of the times the taskaddition, the whole sequence must take a time belonging to
performed on time, a small number of delays can be toleratdide interval[4,13]. O

Concerning the notion of correctness, the idea is that anNext we elaborate on the notion of the user models. A user
invariant is correct with respect to a machihg, if M cannot model denotes the probability that a user chooses each input
perform a timed trace that would contradict what the invatriajn each situation. We will use a particular case of Probagbili
expresses. Finite State MachineRFSM to represent user models, for
Intuitively, the previous EBNF expresses that an invariaint technical details se€ [18]. Let us note that the interaction
either a sequence of symbols where each component, but ¢hea user with an implementation ends whenever the user
last one, by means thigody, is either an expression/z/p, decides to stop it. Consequently, models denoting users mus
with a being an input action or the wild-card character represent this event as well. GivePRSMrepresenting a user
z being an output action of, and p being an interval, or model, we will require that the sum of the probabilities of
an expression/p. There are two restrictions to this ruleall inputs associated to a state is lower than (or equal to) 1.
First, an invariant cannot contain two consecutive expoess The remainder up to 1 represents the probability of stopping
*/p1 andx/po. In the case that such situation was needed {Re interaction at this state. We will combine the use of user
represent a property, the tester could simulate it by me&nspgodels and the non-timed trace of the specification to assess

the expression/(p1 + p2). The second restriction is that anto a inputs sequence the probability to be performed.
invariant cannot present a component of the fayi followed

by an expression beginning with the wild-card charagté¢hat

is, the input of the next component must beeal input action

1 € Z. In fact,x represents any sequence of inputs/outputs pairs
such that the input is not equal o

The last component, by means t@ensequent, corre- In this section we present the notion of a genetic algorithm,
sponding to the expressian— O/p > t is an input action and how we can make use of this paradigm, such a feasible
followed by a set of output actions and two timed restricsionWay, to generate a new set invariants. A genetic algorittsh [2
denoted by means of two intervafsand #. The former is is a search technique used in computing to find exact or
associated to the last expression of the sequence. TheitattélPProximate solutions to optimization and search problems
related to the sum of times values associated to all inptgtzu The evolutionusually starts from gopulationof randomly
pairs performed before. For example, the meaning of &§nerated individuals and happensganerations Thus, in
invariant asi/o/p, */p.,i’ — O/p' 1> t is that if we observe each generation of the algorithm, the fitness of every ixldiai
the tl’anSitiOﬂi/O in a time be|0nging to the interva’j, then in the pOpulation is evaluated. Then multlple individuals
the first occurrence of the input symhidlafter a lapse of time are stochastically selected from the current populationi a
belonging to the intervap,, must be followed by an output modified to form a new population. Next, the new population
belonging to the se®. The intervali makes reference to thelis then used in the next iteration of the algorithm. Commpnly
tota' t|me that the System must Spend to perform the th@ algorithm terminates when either a maximum number of
trace. Next we introduce some examples in order to presé@nerations has been produced, or a satisfactory fitnesk lev
how invariants work. has been reached for the population.

Example 1:Let us consider théfFSM presented in Fig-  According to this scheme, next we present the structure
ure[1. One of the most simple invariants that we can defioné the rest of this section. In Sectign IIItA is presented the
within our framework follows the scheme— {z,y}/[1,6] > initialization of the set of invariants. After that in Sem{Il-Bl
[1,6]. The idea is that each occurrence of the symbas we present how we compare a set of invariants. Next, in
followed by either the output symbaelor y and this transition Sectior TII-C the reproduction process is described, aral§in
is performed betweem and6 time units. in SectiorI[[-D the termination of the algorithm is preseht

IIl. GENETIC ALGORITHM



A. Initialization User modell User modeb

In this section we focus how to get a initial population of
invariants. Normally, this initial set contains severahtteds
or thousands of possible solutions. Traditionally, thigpydla-
tion is generating randomly, but in our approach we make use
of the algorithms to extract a set of representative invasia
by taking into account the user model that we have, in order
to generate a representative seed of the genetic algofithen. e /D
. . . . . ' start—- S2
idea is to short a set of invariant suites, with “the sametigra
of representativity. aly/ps a/z/pty
Definition 4: Let S be the specification of a system, and
let I1,..., I, be a set of implementations of this system. Le o
DBs,...,DB, be a set oh databases where are recorded the_"* c/z/pSs @ Gg
interactions of users with respecthq . .., I,, respectively. We

will define the initial population with a degreeas: s a/x/p§4 C/Z/p§4

b= enerate(U;, S, 6
gg ( : c/y/piy C@

where U; corresponds to the user model generated from Figure 2. Example of two user models.
databaseD B;, and generate is the algorithm of invariant
extraction by using a user model, presented_in [17]. O

start—( s/

c/x/pf
fovih afa/pl,

¢/2/pas

B. Selection C. Reproduction

In this section we present how we make a selection of
invariants of the existing population. During each suciwess
generation, a proportion of the existing population is ctele
to breed a new generation. Individual solutions are sedec
through afithess-basedprocess, where fitter solutions ar
typically more likely to be selected. In our approach we hay

]EWO dt:fer.eqf[ \INatySt to make the selection of the candidatgge ification, and if we divide an invariant, we may obtain a
rom the initial state. ~ set of invariants that might be correct or not.

1) The first way is 'Fo generate a set r_andomly, thus it h?lpsExample 2:Next, we will present why we cannot apply all
keep the diversity of the population large, preventingye heuristic for reproducing the set of invariants. Let as-c
premature convergence on poor solutions. _sider the specification presented in Figllre 1. We have tleat th

2) The second way is focused on a tournament Se'““‘?ﬁ\rariantgﬁ = a/z/[2.8,3.1],c — {2}/[3.9,4,1] > [6.8,7.4]

In [24] we presented a heuristic approach to cOmMpai&, correct invariant for this specification. It means thasgs
different invariants suites. This approach is based in My opserve the input followed by the output: with a time
tation testing techniques, and the invariants are cladsifig| e belonging t0[2.8,3.1], then if we observe the input
with respect to the probability to detect an erroneoygion we have to observe the outputfollows with a time

The next step is to generate a second generation population
of solutions from those selected through the genetic operat
of crossover. In some heuristics, they divide the poputatito

g biggest new population, in order to increase their number.
his approach cannot be used in our paradigm, due to the
t of invariants have always to be correct with respect¢o th

behaviour in different environments. value that belong td3.9,4,1], and the global sum of time
Definition 5: Let S be the specification of a system, andialues, it means, from to » belongs t0[6.8, 7.4].
let I1,..., I, be a set of implementations of this system. Let |et ¢, = a — {z}/[2.8,3.1] > [2.8,3.1] be a reduction
DBy, ..., DB, be a set of databases where are recorded thef ¢. We have thatp; is not correct with respect to the
interactions of users with respectig . . ., I, respectively. Let specification. Let us note that this invariant contradictsatv
U ={Ui,...,Uy,} be the set of user models extracted frors represented in the specification. It means that always tha
these databases respectively, anddiebe an invariant suite. we observe the input we have to observe the output
We define thefitness function as: followed by a time value that belongs to the intef@R, 3.1].
Taking into account the specification, we are able to produce
fitnessys(®) = > probys(¢) the following transitionssy —/*/%+ s, or s5 —//%5 &, or
Uel,ped ajx/y - . .
sa ——— s1 Where this invariant is not correct. a

where prob;; ¢(¢) returns the degree of representativity to The idea of reproduction is being able to represent user
perform all the actions presented i with respect to the pehaviours that were not presented into the user models that
parallel composition of the user model with the specificatiowe have. Let us consider the Figutk 2. In this picture are
This degree of representative is a positive real value. O represented two users models, for the specification of the



Figure[1. Let us consider the user modelFrom the first the system, by means, adding new probability values to the
state, it means¢, it simulates that users have three differerthain of input sequences to generate the invariant, willced
possibilities. The first one is that they can perform the tnpthe degree of representativity of the new invariant wittpees

¢, with probability p{; returning the system the output the to its fathers. So, just to solve this problem, we suggest not
second one corresponds that they can perform the inputo use the complete set of prefix of an invariant, but also the
with probability p¢, returning the system the output or the prefixes composed withiry values.

probability to stop in state{’, that corresponds tb—p$; —p5. Definition 7: Let v be a degree of representativity of the
Taking into account the user model presented with nuniberinvariant. We redefine the functiotross’ as:

the probability associated to perform the input actiong, a)

!
s p = b, B - (L— (5 + 1) An invariant that  ©705 (91,025 = U es(0,/[0, 0c], ma1e(62)
checks this property i = ¢/2/[3.9,4.1], ¢/x/[3.9,4.1], a — gepretix, (¢1)
{«}[2.9,3.1] > [10,12], so the idea is that this invariant hasvhereprefix. (¢1) represents the set of prefix with freedom
associateg of degree of confidence. Let us note that previougrade-. O

invariant has a degree of representatiof @fith respecttothe  Example 4:Let us consider the previous users sequences,
second user model, the philosophical ideal of this cornredpo (c,c,c) and (a,c,c). If want to represent the behaviours
to never the sequencé, c,a) has been performed in thisof the invariant suite after the crossover with a de-

secondSUT. gree of 2, then we are able to check the following be-
Next, we present our crossover operation. The idea is #avours:(c,a,c,c), (c,c,a,c,c), {c,c,...,a,c,c), {a,c,c,c),
divide an invariant into its prefix, and combine them witha, c,c,c,c), (a,c,...,c,c,c,c) and(c,c,...,c,c,c, c) respec-

other invariant by using the« operation. This wild-card tively. We remark that the probability to perform the token

represents any, possible empty, sequence of inputs andteutp .. is 1 always because it represents any (possible empty)

Intuitively, by taking into account the Figurde 2, we wansequence. O

to represent that it might be a new user that starts as thecor each new solution to be produced, a pair of parent

users represented by the first model, and she finishes asdbkitions is selected for breeding from the pool selected

behaviour presented by the second model. previously. By producing ahild solution using the above
Definition 6: Let ¢; and¢, be two invariants, and be the method of crossover, a new solution is created which tyjyical

specification of the system. We define #soss operation of shares many of the characteristics ofptrents New parents

¢1 and ¢, as: are selected for each new child, and the process contindiés un

B , , a new population of solutions of appropriate size is gener-
cross(¢1,¢s, S) = cross'(¢1, ¢, S) | Jcross'(¢2, é1, 5) ated. These processes ultimately result in the next géoerat
opulation of chromosomes that is different from the initia
Crossl((z)la (//)25 S) = U CS(¢7 */[07 Oo]amlﬂt(@)) hop
¢Eprefix(p)

generation. Generally the average fitness will have inectas

by this procedure for the population, since only the best

whereprefix will return the set of all prefix of an invariant, invariants from the first generation are selected for bregdi

andmult will change the last time constrain of a invariant, byalong with a small proportion of less fit solutions.

means, the one represented after the symbatith [0, o], L

and the functiore returnsg’ = (¢, /[0, o], mult(gy)) if this D- Termination

invariant is correct with respect 8, otherwise it will return ~ This process of generating a new set of invariants is regeate

the empty set. O until a termination condition has been reached. Common
Example 3:Let us consider the following two user seierminating conditions in our approach are on the one hand,

quencesc, ¢, ¢) and(a, c, c) performed from the user modelsthat the invariant suites that is found satisfies a minimum

presented in Figufd 2. With the previous definition, we ate ateriteria provides by a tester. This criteria can be expése

to represent a new invariant suite for checking the follawinexample by a fixed number of generations reached. Sometimes,

behavours{c, a, c,c), {(c,c,a,c,c), {c,c,c,a,c,c), {a,ccc), Inotherenvironments, we may consider that the access to the

{a,c,c,c,c), and(a, c, c,c,c,c) respectively. user models are restrictive, it means, it has allocated aegnon
In a possible user model generated from the combinatifHdget to access to their information, so that, in this case,

of these models, we will have that the probability of chegkinwe may consider to accept a maximum access to this user

the sequence(c,c,c) is p$y - p$y - p§y - (1 — (p$y + p$y)), Mmodels, until our amount of money have just finished. The

and the probability of checking the sequeriaec, ¢, c, ¢, c) is last terminating condition corresponds to let the testehteck

D 5 Dy P P Py - (L — (02 + %)) o the invariant extraction process, and letting she to staangt
Due to the following property of the real numbers, wénoment.

suggest for our heuristic crossover function do not use theTo finalize, next we present the basic steps of our genetic

complete set of suffix of an invariant to generate a new or@gorithm in pseudocode:

Let us consided < a < b < 1 be two real values. We will « Choose the initial population of invariants (withdegree

have always that - b < a anda - b < b. We denote with this of representativity).

property that adding new values to check the correctness ok Evaluate the fithness of each invariant in that population.
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