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Abstract. The goal of this paper is to provide a method to generate efficind

short test suites for Finite State Machines (FSMs) by meaosmbining Genetic
Algorithms (GAs) techniques and mutation testing. In oanfework, mutation
testing is used in various ways. First, we use it to produsgliff) systems for the
GAs to learn. Second, it is used to sort the intermediats tegh respect to the
number of mutants killed. Finally, it is used to measure ttreefis of our tests,
therefore allowing to reduce redundancy. We present arriempst to show how
our approach outperforms other approaches.

1 Introduction

Software testing is an expensive and time consuming taglfdifmal approach is used,
tests are derived from a specification. For derived testtsele complete, the tester
needs to assume a given set of assumptions and hypothdeesn@lto reduce the
space of the possible implementations. Our intention iotakine GAs and mutation
testing to create a new approach capable of deriving a titstthat, with a short amount
of execution time, finds the 95% of the faulty implementagioiVe call our methodol-
ogy GAMuUT (Genetic Algorithm and MUtation Testing) and itdemposed of 3 main
phases: Learning through evolution, learning through igization, selection and re-
duction of the test cases.

GAs have shown to have a good performance in search and aptiom problems.
There exists a number of papers where GAs are used in testipg4(5,2]). They usu-
ally represent the test data generation problem as an @gatiimin problem and heuris-
tics are used to generate test cases. Mutation Testing bastigely used for checking
the performance in test suites, by measuring its capatilityll mutants, for details into
applications developed throughutation testing see [3,8] for some formal approaches
and [1] for a critical discussion on its use. We propose tomséation as a way to
provide the GA with enough learning examples in an automaizyl by modifying
the specification and subsequently creating simulatiorigldfy implementations. We
compile several populations intocammunity. Therefore, each community has several
populations, with severalnhabitantseach, and each individual has a DNA that directly
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represents a test sequence, that is, a chain of inputs thaevaipplied to the implemen-
tation under test (in short, IUT). In our methodology, migiattesting is used in three
ways. In the first phase of GAMuT, calléearning through evolution, the community
is presented with a set of mutants. In our approach we usell0¢ &nd each of the
populations is confronted with all the IUTs. The fitness fimtis a heuristic based on
the percentage of mutants killed. The second phase of GAMamhing through spe-
cialization, also uses mutants but in a different way. In this case, eaphlption inside
the community (after having evolved to kill the biggest niandf mutants) is given one
IUT, mutated from the specification, and each populationvegoto try and minimize
the length of the sequence needed to find the error insidethi@int. Finally, we select
the fittest individual from each population (from both prsjsend create a set of tests,
which we confront with the final and biggest set of mutant©O(B0our methodology),
to be able to find the number of mutants killed by each of thectetl individuals. Then,
as the last step, we make a subdivision with the smaller gestf that kills the highest
number of mutants.

The rest of the paper is organized as follows, in Section 2 r@egnt the language
used to define specifications, the mutation operators, afiriedde operations and ob-
jects of GA. In Section 3 we give a schema of the different pead our methodology.
In Section 4 we present experiments and the results of thpansons of our technique
with random testing. Finally, in section 5 we give our cosatuns and some ideas for
further development.

2 Preliminaries

We introduce hereby some general notions, about Finite $athines, and about our
GA. Specifications and its mutants are given by means of fatétee machines.

Definition 1. A Finite State Machine, in short FSM, is a tuplé/ = (S,Z, O, Tr, so)
where S is a finite set of stated] is the set of input actiong) is the set of output
actions, T'r is the set of transitions, ang is the initial state. We say thatl is input-
enabled if for all states € S and inputi € Z, there exist’ € S ando € O such that
(s,8',i,0) € Tr.We say that\f is deterministicif for all s € S and: € I there do not
exist two different transitionés, sy, 4, 01), (s, s2,%,02) € T'r. O

A transition belonging td@'r is a tuple(s, s, 7, 0) wheres, s’ € S are the initial
and final states of the transition, ahd Z ando € O are the input and output actions,
respectively. Intuitively, a transitiofs, s', 7, 0) of a FSM indicates that if the machine is
in states and receives the inputthen the machine emits the outpuand moves ta’.
Along the rest of this paper we assume that all the machireemput-enabled and de-
terministic. The first restriction, as usual, is needed suea that implementations will
react to any input provided to them. The second limitatiomasvital to our approach,
although it simplifies the implementation of the algorithm.

Next we define two mutation operators: One will modify thepuitof a certain
transition and the other will modify the state at which trensition arrives.

Definition 2. Let M = (S,1,0,Tr,sy) be a FSM. The application of the operator
moper, 10 M produces a mutant by choosing a transition= (s, s’,4,0) € TR and



an output’ # o, and by returning the FSM/’ = (S,1,0,T7’', sq) such thatl'r’ =
Tr\{tr}U{tr'}, wheretr’ = (s, s',4,0’). The application of the operatotopers to M
produces a mutant by choosing a transitten= (s, s’,i,0) € TR and a stata” # s,
and by returning the FSM{’ = (S,1,0,T7’, so) such thatl'r’ = Tr\{tr} U {tr'},
wheretr’ = (s, s”,1i,0). a

A usual problem in mutation testing is that the applicatibmuitation operators
may produce areguivalent mutant, that is, a mutant equivalent to the specification.
Therefore, when applying mutation testing it is normal ttestts do not kill all the
mutants since some of them (the equivalent ones) are notseygosed to be killed.

GAs are an Al technique that uses metaphors of mechanisresmir nature for
organism to develop, adapt and reproduce, to try to survivihé system in which
they act and live. Its main operators are mutation, reprdin¢genetic crossing) and
selection of the fittest individuals. GAs are a good methagsmwith black-box testing
since if we do not have any information regarding the intestiaicture of the IUT,
then the testing problem can be expressed as a search prapleted by a heuristic.
In our case, the search space is the set of all possible ingplitions that may have
mutated from the given specification. GAs can adapt therasetvfind this optimum,
as long as the fitness function is correctly defined. Let ue titt if we were to leave a
genetic algorithm running indefinitely, the whole popuwativill converge to the same
inhabitant, that would be the one that maximizes the fitnesstion.

3 Description of GAMuUT

Next we describe our GA. Since we do not want to find a singlet&si and for the
sake of genetic diversity, we have added another compomestial GAs: Acommunity
holds severapopulations, having in turn several inhabitants. We do not allow genetic
crossing between populations. This can be seen as a piarallel what is sometimes
called in the literaturespecies. An inhabitant of a specific population has a DNA se-
quence that is formed by genes, that codifies the test to Heedpphe value that each
gene can take is any input I. The DNA sequence can be modified through mutation
and recombination, that is, by mating of two inhabitantsaddition, it can also mutate
the length of its sequence. The community holds the spetitficthat we are trying to
check as well as a set of examples of mutated specificatiabgthwill call ex;yr, and
each population holds a mutated IUT specific for it, used ingpecialization phase.

In order to initiate our algorithm, all genes are randomiijatized, so that arandom
number of gens is available for each possible DNA. The sizthefpopulation, the
number of populations, and the fitness function are dedsioe made by the tester,
that has to take into account the number of states of the machih example of fithess
function used in GAMUT is shown in Section 4. The search fimishy two means,
one will be to reach the maximum number of generations seecfbr the GA, the
other is that the test sequences are able to detect a spemifienpage of the faulty
IUTs. We count with two mutation operators for DNA: To charipe value of one
or more gens and to modify the length of the DNA sequence. Db#sbe modified
also by combining them with the DNA of another inhabitanbtigh mating. In our



approach we have used a single point crossover, with randsitign for the division.

As usual, we will uselitismas a way to control that only the best solutions actually get
to mate and reproduce. We will use ttwilette wheel selection technique that allows
to choose the inhabitants in a proportional scale to its$gnin our case, we also add
after reproduction the original set of elected best infzai# from the population, not
to loose solutions. In order to decide who are the best, wetfindop/lowest fithess
scores, and we take a percentage of the top to be chosen assthe b
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Our algorithm is divided into several phases that are gcgbllyirepresented in Fig-
ure 1. These phases are:

1. Generation. First, the community is generated. A specified number ofitadjpns
are stored into the community. Second, inhabitants for @agiulation are intro-
duced into the different populations. Each inhabitant &afdits DNA a sequence
of inputs that could be applied as a test. Third, the spetiificés introduced and a
set of mutants is generated by applying the two mutationaipes.

2. Evolution. In the evolution phase each inhabitant tries to kill mugandm a re-
duced set of candidates. The fitness function is as simplaéeagdrcentage of
mutants killed from the set. These populations evolve asyevther GA during
a number of generations, to try and find a solution. The bekvioluals of each
population are selected and saved for further use.

3. Specialization. In this phase the already evolved population is modifiedhbgiiting
one specific faulty IUT into each of the populations, and mgkhe GA try to find
suitable individuals that will find the mistake present ie thutation. In this case
the fitness function is thought to find one mistake in the IUthvlie shortest DNA
sequence. The individuals with the shortest test sequehite detecting the fault
in the 1Ut of each population are selected and saved fordurdbe.

4. Selection. We sort the inhabitants generated after the previous phaget the ones
that kill more mutants (trying to shorten the overall tegtsequence length). More
precisely, we initially select the ones that are neededltthid mutants that did not
die when applying the first test, and we repeat the processs, Ty eliminating
redundant tests we have to find a tradeoff between killinghigeest number of
mutants and getting the shortest sequence. In our framewerleliminate every
test that kills less thah% of the mutants.

4 Application of GAMuUT: Results and Comparisons

We have developed a tool to implement our methodology. We haed Java Technol-
ogy (JDK 1.6) and the Netbeans software, and made usage ofi\t@ architecture
to enable ease of maintenance, and use session facadet@inghd light-weight de-
sign patterns. FSMs are implemented as a set of adjacencgesabne for each input;
instead of having to denote that a connection exists, the corresponding bistppeci-
fied. The singleton community class holds the objects that fmeiavailable at all times.
There is a class for each GA object, 3 heuristics that implgmeommon interface and
a couple of auxiliary classes, like matrix and errors.

We have worked with a specification having 50 states. Theesponding FSM has
been randomly generated to avoid that its specific strugitwduces any bias in the
application of our methodology. Our set of inputdis= {a, b} and the set of outputs
is O = {1, 2}, but bigger sets could be considered without affecting #seilts. From
the specification we derivig)0 mutants, from whicli00 are chosen as the learning set.
The used specification in the experiment reported in thiepapshown in Figure 2.
The number of populations in the community is 30.The sizeachgyopulation is of 50
inhabitants. The maximal number of generations allowedHerphase of evolution is
200. The maximal number of generations for specializasset to 200.



Fig. 2. Example of specification.

DNA are sequences i, i; ... i, > Of inputs. We mutate the length of the DNA
sequence in 83% of the cases, randomly deciding whether to enlarge or tdeshd.
We mutate the value of various genes simultaneously, béiegntimber of mutations
randomly chosen, but proportionally to the inverse of itsefits function, that i) =
randoml:ng/3 heingn the number of genes modified, the total number of genes,
andf t{1e value given by the fitness function.

There are two fitness functions: One for #wvelution phase and another one for the
specialization phase.

1. Fitness for evolutionf = ‘m”tagf’t’fjff;dl‘ 1% js the percentage of mutant imple-

mentations, for which an inhabitant finds an error.

2. Fitness for specializatiorf: = e — [ - «, wheree is equal tol if an error is found,
and! is the length of the genetic sequence starting to count fl@mpbint where
the error is found; otherwise, starting to count from theieigng of the sequence,
and0 < « < 1isits weight. This heuristic tries to approximately find 8teortest
test sequence that detects an error in the IUT that we aréicigec

Mating is done through selection with theul ette wheel selection technique and it
uses a single poirdrossover for DNA reconversion.

In order to check convergence in telution step, we take into account the fittest
individuals from each population, and consider them as tastéte, that is applied to
the number of learning IUTSs. If the total number of killed ranits is oveB5%, then we
allow the program to continue towards its next step. Fostieeialization phase we set
finding 75% of the errors as a good number to stop the algorithm and detedlection
process. This number does not represent the mutants thedtthd] kill, but how many
of the test found an error in a specific IUT. Obviously, theakigs can be modified
to find fitter tests, but our experience shows that thesedifméhave good enough. If
convergence is not reached before the total number of gémesallowed, then the
system stops the process and continue with its next step.

In order to compare our methodology we have implementeddorartesting tool.
Random testing is a technique argued to be as valid as anytegtimg technique (see
[7,9,6]). As we can see in Figure 3, the test suite resultftey aelection is the shortest
one and detects up tB.6% of mutants as faulty. Compared to the randomly generated
test suite, it outperforms it both by number of mutants Killend by having a shorter
test sequence. Even though to produce our test suite takestmm® than a random
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Fig. 3. Killed mutants/length of test sequence.

generation, the extra performance of our approach to firmsreven though not very
significant, is worth the additional computations. Actyaihe time spent in testing is a
valuable asset. Thus, we have to minimize the number of eghpists (in other words,
the length of the test suite) even if we have to make additioffidine computations, that
are very cheap when compared to the cost of testing. Actualbyrder to test a system
we usually have to stop it. Thus, the more time the systemliedhdhe most expensive
the testing process is, since the system cannot be produdiag it is supposed to
produce. In the case of the evolution and specializatidrstetes, they are betweédfo
and2% below in test coverage (i.e. in proportion of killed mugrtecause we have
chosen the best tests of both test suites, and they are alggrido apply due to their
high redundancy on the kind of errors found. This is even seeieliminate, from the
selected tests, those that kill undét of the mutants, because the time to apply those
tests, compared to the benefits of the number of mutantstddtenakes it not worthy
to retain them in the final test suite.

5 Conclusions and future work

The results after experimentation with the implementaGb@AMuUT have led us to
claim that the existence of these different phases is dr@MuT combines thevo-

Iution as a massive learning process (thanks to mutation testihgitues), in which
we try to reach a maximum, and a more local seaspkcialization, that creates ele-



ments in a more sophisticated way by creating a variety afp@nts, seen as genetic
diversity, that confronts the same problem. It is also inguatrto remark the order in
which the phases are applied, because this modifies thingtpdint of the population
for the second GA stepgecialization), making it a good starting point to be able to
locate an optimum. Furthermorsection is crucial as well because we need to get rid
of the redundancy that the overlapping solutions offerspiamal consequence of the
stochastic transformations.

We believe that this approach is feasible and since it teadsdate a close-to-
complete set of tests, with a short amount of testing time Sitlitable for its application
on a number of systems, once it is developed for other larggidgue to this fact,
one line of future work will be to study how to codify more larages into the DNA
sequences and any derivation that will cause this on theofetste elements of the
system, like the mutation operators and the fithess fungtion

Another idea for future development is to provide the GA &lhon with memory
for its inhabitants. Then, they could foresee the best nartaates and the ones that are
leading them to a better heuristic value, maybe through $leeofi a neural network or
simply by probabilistic methods. In this way we can reachvengence faster.
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