
Passive Testing of Timed Systems⋆César Andrés, Mer
edes G. Merayo, and Manuel NúñezDept. Sistemas Informáti
os y Computa
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m.esAbstra
t. This paper presents a methodology to perform passive test-ing based on invariants for systems that present temporal restri
tions.Invariants represent the most relevant expe
ted properties of the imple-mentation under test. Intuitively, an invariant expresses the fa
t thatea
h time the implementation under test performs a given sequen
e ofa
tions, then it must exhibit a behavior in a lapse of time re�e
ted in theinvariant. In parti
ular, the algorithm presented in this paper are fullyimplemented.1 Introdu
tionTesting 
onsists in 
he
king the 
onforman
e of an implementation by performingexperiments on it. In order to perform this task, several te
hniques, algorithms,and semanti
 frameworks have been introdu
ed in the literature. The appli
ationof formal testing te
hniques to 
he
k the 
orre
tness of a system requires toidentify the 
riti
al aspe
ts of the system, that is, those aspe
ts that will makethe di�eren
e between 
orre
t and in
orre
t behavior. In this line, the time
onsumed by ea
h operation should be 
onsidered 
riti
al in a real-time system.Most testing approa
hes 
onsist in the generation of a set of tests that areapplied to the implementation in order to 
he
k its 
orre
tness with respe
t toa spe
i�
ation. Thus, testing is based on the ability of a tester to stimulate theimplementation under test (IUT) and 
he
k the 
orre
tion of the answers pro-vided by the implementation. However, in some situations this a
tivity be
omesdi�
ult and even impossible to perform. For example, this is the 
ase if thetester is not provided with a dire
t interfa
e to intera
t with the IUT or theimplementation is built from 
omponents that are running in their environmentand 
annot be shutdown or interrupted for a long period of time. The a
tivity oftesting 
ould be spe
ially di�
ult if the tester must 
he
k temporal restri
tions.In these situations, the instruments of measurement 
ould be not so pre
ise asrequired or the results 
ould be distorted due to mistakes during the observa-tion. As a result, undis
overed faults may result in failures at runtime, wherethe system may perform untested tra
es. In these situations, there is a parti
u-lar interest in using other types of testing te
hniques su
h as passive testing. In
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passive testing the tester does not need to intera
t with the IUT. On the 
on-trary, exe
ution tra
es are observed and analyzed without interfering with thebehavior of the IUT. Passive testing has very large domains of appli
ation. Forinstan
e, it 
an be used as a monitoring te
hnique to dete
t and report errors(this is the use that we 
onsider in this paper). Another area of appli
ation isin network management to dete
t 
on�guration problems, fault identi�
ation,or resour
e provisioning. It 
an be also used to study the feasibility of new fea-tures as 
lasses of servi
es, network se
urity, and 
ongestion 
ontrol. Usually,exe
ution tra
es of the implementation are 
ompared with the spe
i�
ation todete
t faults in the implementation. In most of these works the spe
i�
ation hasthe form of a �nite state ma
hine (FSM) and the studies 
onsist in verifying thatthe exe
uted tra
e is a

epted by the FSM spe
i�
ation. A drawba
k of these�rst approa
hes is the low performan
e of the proposed algorithms (in terms of
omplexity in the worst 
ase) if non-deterministi
 spe
i�
ations are 
onsidered.A new approa
h was proposed in [1℄. There, a set of properties 
alled invariantswere extra
ted from the spe
i�
ation and 
he
ked on the tra
es observed fromthe implementation to test their 
orre
tness. One of the drawba
ks of this workwas the limitation on the grammar used to express invariants. A new formalismthat over
omes this restri
tion for expressing invariants was presented in [2℄. Itallows to spe
ify wild
ard 
hara
ters in invariants and to in
lude a set of out-puts as termination of the invariant. In addition, a new kind of invariants wasintrodu
ed: Obligation invariants.In this paper we extend [2℄ in order to deal with timed restri
tions. We willuse a simple extension of the 
lassi
al 
on
ept of Finite State Ma
hines thatallows a spe
i�er to expli
itly denote temporal requirements for ea
h a
tion ofa system. Intuitively, transitions in timed �nite state ma
hines indi
ate that ifthe ma
hine is in a state s and re
eives and input i then after t time units itwill produ
e and output o and it will 
hange its state to s′. Next, we informallyintrodu
e the formalism to express temporal 
onditions in the invariants: Timedinvariants.We distinguish between timed restri
tions related to ea
h a
tion in thetra
e represented in the invariant and the one 
orresponding to the whole tra
e.For example we 
ould represent properties as �Ea
h time that a user applies �a�and observes �y� the amount of time the system spends to perform the a
tion isbetween 3 and 5 time units, if after performing some operations the user applies�b� then he observes �z� in 2 time units and the performan
e of all these a
tionsdoes not ex
eed 10 time units�.In our approa
h, we perform two types of property veri�
ation: One on thespe
i�
ation and another one on the tra
es generated by the implementation.Due to the fa
t that we assume that the timed invariants 
an be supplied bythe tester, the �rst step must be to 
he
k that the invariant is in fa
t 
orre
twith respe
t to the spe
i�
ation. An extension of the algorithm proposed in [2℄to 
he
k this 
orre
tness is provided, taking into a

ount the timed 
onditionsthat appear in the timed invariants. The next step is to 
he
k whether the tra
eprodu
ed by the IUT respe
ts timed invariants. In this 
ase, we propose analgorithm that is an adaption of the 
lassi
al algorithms for string mat
hing.



It works, in the worst 
ase, in time O(m · n) where m and n are the length ofthe tra
e and the invariant, respe
tively. Let us remark that we 
annot a
hieve
omplexities as good as the ones in 
lassi
al algorithms be
ause we have to �ndall the o

urren
es of the pattern. Due to the last of spa
e we 
ould not in
ludethis part of our resear
h in this paper. A longer version of this paper, in
ludingall the previously mentioned algorithms, 
an be found at [3℄.The rest of the paper is organized as follows. In Se
tion 2 we present thenotation we apply along the paper. We also introdu
e our timed extension of the
lassi
al �nite state ma
hine model. In Se
tion 3 notions of timed invariant andpassive testing are presented, as well as the algorithms to 
he
k the 
orre
tnessof invariants with respe
t to the spe
i�
ation. Finally, Se
tion 4 presents the
on
lusions of the paper and some lines for future work.2 PreliminariesFirst we introdu
e notation regarding the de�nition of time intervals. In thispaper we 
onsider that these intervals are 
ontained in IR+, that is, they 
ontainreal values greater than or equal to zero.De�nition 1. We say that â = [a1, a2] is a time interval if a1 ∈ IR+, a2 ∈IR+ ∪ {∞}, and a1 ≤ a2. We assume that for all t ∈ IR+ we have t < ∞and t + ∞ = ∞. We 
onsider that IIR+
denotes the set of time intervals. Let

â = [a1, a2] and b̂ = [b1, b2] be time intervals. We 
onsider the following fun
tions:� ⊕ : IIR+
× IR+ → IIR+

de�ned as ⊕(â, t) = [a1 + t, a2 + t].� ⊟ : IIR+
× IIR+

→ IIR+
de�ned as ⊟(â, b̂) = [min(a1, b1), max(a2, b2)] where

min and max denote the minimum and maximum value respe
tively.� + : IIR+
× IIR+

→ IIR+
de�ned as [a1, a2] + [b1, b2] = [a1 + b1, a2 + b2].

⊓⊔Time intervals will be used to express time 
onstraints asso
iated with theperforman
e of a
tions. The idea is that if we asso
iate a time interval [t1, t2] ∈
IIR+

with a task we indi
ate that this task should take at least t1 time units andat most t2 time units to be performed. Intervals like [0, t], [t,∞], or [0,∞] denotethe absen
e of a temporal lower/upper bound and the absen
e of any bound,respe
tively. Let us note that in the 
ase of [t,∞] we are abusing the notationsin
e this interval represents, in fa
t, the interval [t,∞).Next we introdu
e our timed extension of the 
lassi
al �nite state ma
hinemodel. The main di�eren
e with respe
t to usual FSMs 
onsists in the additionof time to indi
ate the lapse between o�ering an input and re
eiving an output.De�nition 2. A Timed Finite State Ma
hine, in the following TFSM, is a tuple
M = (S, I,O, T r, sin) where S is a �nite set of states, I is the set of inputa
tions, O is the set of output a
tions, Tr is the set of transitions, and sin is theinitial state.
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Fig. 1. Example of TFSMA transition belonging to Tr is a tuple (s, s′, i, o, t) where s, s′ ∈ S are theinitial and �nal states of the transition, i ∈ I and o ∈ O are the input and outputa
tions, respe
tively, and t ∈ IR+ denotes the time that the transition needs tobe 
ompleted. We say that M is input-enabled if for all state s ∈ S and input
i ∈ I, there exist s′ ∈ S, o ∈ O, and t ∈ IR+ su
h that (s, s′, i, o, t) ∈ Tr. ⊓⊔Intuitively, a transition (s, s′, i, o, t) indi
ates that if the ma
hine is in state
s and re
eives the input i then, after t time units, the ma
hine emits the output
o and moves to s′. We denote this transition by s

i/o,t
−−−−→ s′. In Figure 1 we give agraphi
al representation of a TFSM where s1 is the initial state. In this paper weassume that all the ma
hines are input enabled. Next, we introdu
e the notionof tra
e of a TFSM. As usual, a tra
e is a sequen
e of input/output pairs. Inaddition, we have to re
ord the time that the tra
e needs to be performed.De�nition 3. Let M = (S, I, O, T r, sin) be a TFSM. We say that a tuple su
has (s, s′, (i1/o1, . . . , ir/or), t) is a timed tra
e, or simply tra
e, of M if thereexist (s, s1, i1, o1, t1) . . . (sr−1, s

′, ir, or, tr) ∈ Tr su
h that t =
∑

ti. We willsometimes denote a tra
e (s, s′, (i1/o1, . . . , ir/or), t) by (s, σ, s′), where σ =
((i1/o1, . . . , ir/or), t). ⊓⊔3 Timed InvariantsIn this se
tion we introdu
e the notion of timed invariant. These invariants allowus to express temporal properties that must be ful�lled by the implementation.For example, we 
an express that the time the system takes to perform a tran-sition always belongs to a spe
i�
 interval. Thus, timed invariants are used toexpress the temporal restri
tions of a tra
e. In our formalism we assume thattimed invariants are given by the tester and are derived from the original re-quirements. Alternatively, we 
ould 
onsider that invariants are extra
ted fromthe spe
i�
ation. In fa
t, we 
an do this easily by adapting the method givenin [1℄ to our timed framework. However, this leads to a huge set of invariants,where not all of them are relevant. In our approa
h we need to 
he
k that thetimed invariants proposed by the tester are 
orre
t with respe
t to the spe
i�
a-tion. On
e we have a 
olle
tion of 
orre
t timed invariants, we will have to 
he
k



if these invariants are satis�ed by the tra
es produ
ed by the implementation.In the extended version of the paper [3℄ we provide an algorithm to 
he
k the
orre
tness of the log, re
orded from the implementation, with respe
t to aninvariant.In order to express tra
es in a 
on
ise way, we will use the wild
ard 
hara
ters
? and ⋆. The wild
ard ? represents any value in the sets I and O, while ⋆represents a sequen
e of input/output pairs.De�nition 4. Let M = (S, I,O, T r, sin) be a TFSM. We say that the sequen
e
I is a (simple) timed invariant for M if the following two 
onditions hold:1. I is de�ned a

ording to the following EBNF:

I ::= a/z/p̂, I | ⋆ /p̂, I ′ | i 7→ O/p̂ ⊲ t̂
I ′ ::= i/z/p̂, I | i 7→ O/p̂ ⊲ t̂In this expression we 
onsider p̂, t̂ ∈ IIR+

, i ∈ I, a ∈ I ∪ {?}, z ∈ O ∪ {?},and O ⊆ O.2. I is 
orre
t with respe
t to M .3. We denote the set of simple timed invariants by SimpleTInv.
⊓⊔Let us remark that time 
onditions established in invariants are given by in-tervals. However, ma
hines in our formalism present time information expressedas �x amounts of time. This fa
t is due to 
onsider that it 
an be admissiblethat the exe
ution of a task sometimes lasts more than expe
ted: If most of thetimes the task is performed on time, a small number of delays 
an be tolerated.Moreover, another reason for the tester to allow impre
isions is that the artifa
tsmeasuring time while testing a system might not be as pre
ise as desirable. Inthis 
ase, an apparent wrong behavior due to bad timing 
an be in fa
t 
orre
tsin
e it may happen that the wat
hes are not working properly. A longer ex-planation on the use of time intervals to deal with impre
isions 
an be foundin [4℄.Intuitively, the previous EBNF expresses that an invariant is either a se-quen
e of symbols where ea
h 
omponent, but the last one, is either an expres-sion a/z/p̂, with a being an input a
tion or the wild
ard 
hara
ter ?, z beingan output a
tion or the wild
ard 
hara
ter ?, and p̂ being a timed interval, oran expression ⋆/p̂. There are two restri
tions to this rule. First, an invariant
annot 
ontain two 
onse
utive expressions ⋆/p̂1 and ⋆/p̂2. In the 
ase that su
ha situation was needed to represent a property, the tester 
ould simulate it bymeans of the expression ∗, (p̂1 + p̂2). The se
ond restri
tion is that an invariant
annot present a 
omponent of the form ⋆/p̂ followed by an expression beginningwith the wild
ard 
hara
ter ?, that is, the input of the next 
omponent must bea real input a
tion i ∈ I. In fa
t, ⋆ represents any sequen
e of inputs/outputspairs su
h that the input is not equal to i.The last 
omponent, 
orresponding to the expression i 7→ O/p̂ ⊲ t̂ is an inputa
tion followed by a set of output a
tions and two timed restri
tions, denoted by



means of two intervals p̂ and t̂. The �rst one is asso
iated to the last expressionof the sequen
e. The last one is related to the sum of time values asso
iated to allinput/output pairs performed before. For example, the meaning of an invariantas i/o/p̂, ⋆/p̂⋆, i
′ 7→ O/p̂′ ⊲ t̂ is that if we observe the transition i/o in a timebelonging to the interval p̂, then the �rst o

urren
e of the input symbol i′ aftera lapse of time belonging to the interval p̂⋆, must be followed by an outputbelonging to the set O. The interval t̂ makes referen
e to the total time that thesystem must spend to perform the whole tra
e. This notion of invariant allowsus to express several properties of the system under study. Next we introdu
esome examples in order to present how invariants work.Example 1. The simplest invariant we 
an de�ne with our framework for ex-pressing a property of the system follows the s
heme i 7→ {o}/[2, 3] ⊲ [2, 3]. Theidea is that ea
h o

urren
e of the input i is followed by the output o and thistransition is performed between 2 and 3 time units.We 
an spe
ify a more 
omplex property by taking into a

ount that weare interested in observing the output o after the input i only if the input i0was previously observed. In addition, we in
lude intervals 
orresponding to theamount of time the system takes for ea
h of the transitions and the total timeit spends in the whole tra
e. We 
ould express this property by means of theinvariant i0/?/[1, 4], ⋆/[2, 5], i 7→ {o}/[2, 3] ⊲ [2, 12]. An observed tra
e will be
orre
t with respe
t to this invariant if ea
h time that we �nd a (sub)sequen
estarting with the input i0 and any output symbol whi
h has been performed inan amount of time belonging to the interval [1, 4], then if there is an o

urren
e ofthe input symbol i before 5 time units pass then the input i must be paired withthe output symbol o and the lapse between i and o must be in the interval [2, 3]. Inaddition, the whole sequen
e must take a time belonging to the interval [2, 12].Let us remind that the notion of 
orre
tness that we just dis
ussed 
on
ernstra
es observed from the IUT and invariants. A di�erent 
orre
tness 
on
ept,that we analyze in this paper, relates invariants and spe
i�
ations.We 
an re�ne the previous invariant if we 
onsider only the 
ases where thepair i0/o0 was observed. The invariant for denoting this property is the following

i0/o0/[1, 4], ⋆/[0, 5], i 7→ {o}/[2, 3] ⊲ [2, 12]. Let us remark that we 
ould notdedu
e that we have found an error if the pair i0/o0 appears in the observedtra
e but the input i is not dete
ted afterwards in the 
orresponding tra
e. Insu
h a situation we 
annot 
on
lude that the implementation fails. Similarly,if we �nd the pair i0/o1 we 
annot 
on
lude anything sin
e the premise of theinvariant, that is, the whole sequen
e but the last pair was not found. Again,the situation is di�erent when analyzing the 
orre
tness of an invariant withrespe
t to a spe
i�
ation. For instan
e, if the spe
i�
ation 
annot perform thetra
e indu
ed by the invariant then we will 
onsider that the invariant is not
orre
t with respe
t to the spe
i�
ation.Finally, an invariant su
h as i 7→ {o1, o2}/[1, 4] ⊲ [1, 4] indi
ates that afterinput i we observe either the output o1 or o2 in a time belonging to [1,4℄. ⊓⊔Sin
e we assume that invariants 
an be de�ned by a tester, we must ensurethat they are 
orre
t with respe
t to the spe
i�
ation. Next we explain the most



relevant aspe
ts of our algorithm to de
ide whether an invariant is 
orre
t withrespe
t to a spe
i�
ation. We separate the algorithm into three di�erent parts.The �rst part of the algorithm (see Figure 2) is responsible for treating theprefa
e of the invariant, that is, to determine the states that 
an be rea
hedin the spe
i�
ation after the �rst n − 1 input/output/time tuples have beentraversed. The se
ond phase (see Figure 3, left) is used to 
he
k that the lastpair of the invariant is 
orre
t for the spe
i�
ation. In other words, to dete
tthat for all the states 
omputed in the previous step, if the last input of theinvariant 
an be performed then the obtained output belongs to the set of outputsappearing in this last expression of the invariant. In addition we also 
he
k thatthese transitions are performed in the time interval appearing in the invariant.Finally, the third part of the algorithm (see Figure 3, right) veri�es the last partof the invariant: The sequen
e is always performed in a time belonging to the
orresponding interval. Next we introdu
e additional notation.De�nition 5. Let M = (S, I,O, T r, sin) be a TFSM, s ∈ S, a ∈ I ∪ {?}, z ∈
O ∪ {?}, and t̂ ∈ IIR+

. We de�ne the set afterCond(s, a, z, t̂) as the set oftransitions belonging to Tr having as initial state s, as input a, as output z, andsu
h that its time belongs to the interval t̂.afterCond(s, i, o, t̂) = {(s, s′, i, o, t)|∃s′ ∈ S, t ∈ IR+(s, s′, i, o, t) ∈ Tr ∧ t ∈ t̂}afterCond(s, ?, o, t̂) =
⋃

i∈I
afterCond(s, i, o, t̂)afterCond(s, i, ?, t̂) =

⋃
o∈O

afterCond(s, i, o, t̂)afterCond(s, ?, ?, t̂) =
⋃

i∈I,o∈O
afterCond(s, i, o, t̂)We de�ne the fun
tion afterInt(s, t̂, i) as the fun
tion that 
omputes the setof pairs (s′, t) of states s′ ∈ S that 
an be rea
hed from state s after t time units,belonging t to the interval t̂, and su
h that the input i is not performed. We willuse an auxiliary fun
tion so that afterIntAux(s, t̂, i) = afterIntAux(s, t̂, i, 0),being this fun
tion de�ned as follows:afterIntAux(s, t̂, i, tot) = {(s, tot)|tot ∈ t̂}

⋃

⋃

(s, s′′, i′, o, t) ∈ Tr
t̂ ⊙ (tot + t)

i 6= i′

afterIntAux(s′′, t̂, i, tot + t)

where ⊙ : IIR+
× IR+ → {true, false} is de�ned as [t1, t2] ⊙ t = (t ≤ t2). ⊓⊔In the �rst phase of the algorithm we have to initially obtain the set of statesthat 
an perform the �rst input/output of the invariant. We 
ompute the states



in : M = (S, I,O, T r, sin).
I = {a1/p̂1, . . . , an−1/ ˆpn−1, in 7→ O/p̂n ⊲ p̂} where for all 1 ≤ k ≤ n− 1 wehave that p̂k ∈ IIR+

, and either ak = ik/ok, with ik ∈ I ∪ {?} and ok ∈ O ∪ {?},or ak = ⋆; in ∈ I, O ⊆ O, and p̂n, p̂ ∈ IIR+
.out: Bool .

b :: array of IIR+
[|S|] ;// an array 
ontaining time intervals, having size |S|,//and being ⊥ the initial value of all positions

I ′ = I ; S′ ← S; j ← 1; S′′ ← ∅;while (j < n) do
b′ :: array of IIR+

[|S|];if (head(I ′) = (⋆/t̂)) thenwhile (S′ 6= ∅) doChoose sα ∈ S′;
S′ ← S′ \ {sα};
Saux ← afterInt(sα, t̂, ij+1);while (Saux 6= ∅) doChoose (sp, t) ∈ Saux;

Saux ← Saux \ {(sp, t)};
S′′ ← S′′ ∪ {sp};if (b′p =⊥) then

b′p ← ⊕(bα, t);else
b′p ← ⊟(⊕(bα, t), bp

′);elsewhile (S′ 6= ∅) doChoose sa ∈ S′;
S′ ← S′ \ {sa};
Tr′ ← afterCond(sa, ij , oj , p̂j);while (Tr′ 6= ∅) doChoose (sa, sb, ij , oj , t) ∈ Tr′;

Tr′ ← Tr′ − {(sa, sb, ij , oj , t)};if (b′b =⊥) then
b′b ← ⊕(ba, t);else
b′b ← ⊟(⊕(ba, t), bb

′);
S′′ ← S′′ ∪ {sb};

I ′ = tail(I ′);
b← b′; S′ ← S′′; S′′ ← ∅; j ← j + 1;Fig. 2. Corre
tness of an invariant with respe
t to a spe
i�
ation (1/3).



error← false;if (S′ = ∅) then
error ← true;end

b′ :: array of IIR+
[|S|];while (S′ 6= ∅) doChoose sa ∈ S′;

S′ ← S′ \ {sa};
Tr′ ← afterCond(sa, in, ?, [0,∞]);while (Tr′ 6= ∅) doChoose (sa, sb, in, o, t) ∈ Tr′;

Tr′ ← Tr′ \ {(sa, sb, in, o, t)};if ((o ∈ O) ∧ (t ∈ p̂n)) thenif (b′b =⊥) then
b′b ← ⊕(ba, t);else
b′b ← ⊟(⊕(ba, t), b′b);

S′′ ← S′′ ∪ {sb};else
error ← true

if (S′′ = ∅) then
error ← true;endwhile (S′′ 6= ∅) doChoose si ∈ S′′;
S′′ ← S′′ \ {si};if (¬(b′

i ⊆ p̂)) then
error ← true;return (¬error);

Fig. 3. Corre
tness of an invariant with respe
t to a spe
i�
ation (2/3) and (3/3).that 
an be rea
hed from that initial set after performing that transition and su
hthat the time value asso
iated with the transition falls within the range markedby the invariant. We iterate this pro
ess until we rea
h the last expression of theinvariant. We 
onsider two auxiliary fun
tions: head() returns the �rst elementof the invariant and tail() removes this �rst element from the invariant. Let usremark that we distinguish between input/output pairs, possibly in
luding thewild
ard ?, and o

urren
es of ⋆. In the latter 
ase we will use the previouslyde�ned afterInt() fun
tion to 
ompute the 
orresponding rea
hed states.The input of the se
ond phase of the algorithm (see Figure 3, left) is the setof states that 
an be rea
hed after the prefa
e of the invariant is performed. Inaddition, we also re
ord the time that it took to rea
h ea
h of these states. If thisset is empty then the invariant is not 
orre
t. The idea is that we should not usean invariant su
h that its sequen
e of input/output/interval 
annot be performedin the spe
i�
ation. If this set is not empty, we will 
he
k that for all rea
hedstates if they 
an perform the last input of the invariant then the obtainedoutput must belong to the set of outputs appearing in this last expression ofthe invariant. In addition, time values have to belong to the time interval of theinvariant.The third step of the algorithm (Figure 3, right) will be devoted to 
he
kthat the time behavior of the whole invariant is 
orre
t with respe
t to thespe
i�
ation. In order to do this, in the previous stages we re
orded all thetime values asso
iated with the performan
e of input/output pairs. We use thefun
tions ⊕ and ⊟ to operate with the re
orded time values and 
onstru
t an



interval. Thus, in the position k of the array b we store an interval that has asbounds the minimal/ maximal times that are needed to rea
h the state k afterperforming the whole invariant. If a state is not rea
hable after the sequen
easso
iated with the invariant then b[k] = ⊥. Next, we 
on
entrate only in statesof the spe
i�
ation that 
an be rea
hed, that is, b[k] 6= ⊥ and 
he
k that allthose intervals are 
ontained in the interval appearing at the very last positionof the invariant.Lemma 1. Let M = (S, I,O, T r, sin) be a TFSM. The worst 
ase of the al-gorithm given in Figures 2 and 3 
he
ks the 
orre
tness of the invariant I =
i1/o1/p̂1, . . . , in−1/on−1/p̂n−1, in 7→ O/p̂n ⊲ t̂ with respe
t to M :� in time O(n · |Tr|) and spa
e O(|Tr|) if I does not present o

urren
es of ⋆.� in time O(k · |Tr|2+(n−k)· |Tr|) and spa
e O(|Tr|) if I presents o

urren
esof ⋆, being k the number of ⋆'s in I.

⊓⊔4 Con
lusions and Future WorkIn this paper we have introdu
ed a new methodology for passive testing systemsthat present timed 
onstraints over the duration of the a
tions. We introdu
edan extension of the 
lassi
al Finite State Ma
hine model in order to deal withthis kind of systems. This methodology extends the de�nition of an invariant,allowing to express properties regarding temporal 
onditions that the IUT mustful�ll. We presented an algorithm whi
h allows to establish the 
orre
tness of theproposed invariants with respe
t to a given spe
i�
ation. In a longer version ofthis paper [3℄ we also deal with the 
orre
tness of an observed tra
e with respe
tto an invariant.Regarding future work, we plan to extend the family of invariants. In fa
t,we have already developed a timed version of obligation invariants [2℄. The se
-ond line of future work 
onsists in performing real experiments. The experien
egained with the WAP proto
ol during the preparation of [2℄ makes this a good
andidate to study time properties in our passive testing framework.Referen
es1. Cavalli, A., Gervy, C., Prokopenko, S.: New approa
hes for passive testing usingan extended �nite state ma
hine spe
i�
ation. Journal of Information and SoftwareTe
hnology 45 (2003) 837�8522. Bayse, E., Cavalli, A., Núñez, M., Zaïdi, F.: A passive testing approa
h based oninvariants: Appli
ation to the WAP. Computer Networks 48(2) (2005) 247�2663. Andrés, C., Merayo, M., Núñez, M.: Passive testing of timed systems. Availableat: http://kimba.mat.u
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