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Abstract

One of the main problems to test timed systems is that
the tester has to decide when to apply the next input to the
system under test. Even though the tester could determine
good sequences of inputs to find a big variety of errors, the
quality of the test suite usually depends on the time when the
different parts of the sequences are applied. In this paper
we give a formal methodology to provide good time values
to test timed systems. These values are computed by tak-
ing into account the time stability of the system, that is, if
the system is more likely to remain in its current internal
state during a given time interval then no input will be ap-
plied during that period. In other words, our method will
(probabilistically) find those time values that are closer to a
change of state in the system, being these values more suit-
able to apply the appropriate input to the system.

1 Introduction

We can informally describe timed systems as those sys-
tems where we are not concerned only with what the sys-
tem does but also when the system performs its tasks. In
order to validate the behavior of this kind of systems, for-
mal methods can play an important role. Thus, formal tech-
niques, in particular, formal specification languages, have
being progressively extended to cope with temporal require-
ments (e.g. [19, 18, 21, 15, 1, 10, 5, 2] among many
others). In particular, research on formal testing of timed
systems has been very active during the last years (e.g.
[20, 11, 16, 8, 7, 12, 3, 14]).

Unfortunately, to completely test any non-trivial system
is impossible. The problem is that we can invest only a
finite amount of time to test a system that can present, in
general, infinite different behaviors, being each of them ar-
bitrarily long. Thus, formal testing methodologies usually
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take certain assumptions to reduce the festing space, that is,
the different behaviors that must be checked to have enough
confidence in the correctness of the system under test (in
the following, SUT). Actually, these assumptions may re-
duce the testing space to be finite. For example, it is very
common to assume that the number of states describing the
SUT is known and finite. Other assumptions allow to get
the testability of the SUT in the limit, that is, to use a finite
amount of time to test the behavior of the SUT until a given
bound (e.g. to consider only the evolutions of the system
performing at most n actions). Among these assumptions
we may mention to consider that the SUT is deterministic
or, alternatively, to consider the fairness assumption: After
trying enough times each of the non-deterministic possibil-
ities, all of them will be performed at least once.

However, in the case of timed systems we cannot usu-
ally ensure even finite testability in the limit. Even though
testing timed systems shares some methods and approaches
with testing non-timed ones, it has its own intrinsic difficul-
ties. Let us consider a bounded behavior of the SUT and let
us discuss what are the new problems. In the case of a timed
system, to bound the analysis of the SUT requires not only
to limit the amount of inputs that the system may perform
but also the time that it takes to apply all these inputs.! Let
us suppose that we want to test whether the behavior of the
SUT is correct for sequences with at most n inputs to be
produced in at most ¢ time units. Since the reaction to each
input may depend on the point of time when the input is ap-
plied to the system, in order to decide about the correction
of the SUT we should check its behavior for every possible
application of the inputs in the interval [0, ¢]. If we are as-
suming dense time then we have to try an infinite amount of
time values. On the contrary, if we assume a discrete time
domain, with a minimum time quantum &, then the possible
number of options will be astronomic as long as we consider
values of § small enough to accurately approximate reality.
Thus, the number of tests needed to test the behavior of a
timed system in its first ¢ time units is either infinite or very

I'This example already shows that we have in mind a finite state ma-
chine model to describe systems: Each input is followed by an output.



big. In other words, to completely test a timed system is
not possible even in the limit, that is, to completely test the
behavior of a SUT in its first ¢ time units cannot be done in
general.

Regardless of the devastating situation described in the
previous paragraph, to test timed systems is a must in in-
dustrial environments. Thus, researchers continue working
on different proposals to overcome the problem. Some ap-
proaches propose algorithms to apply test suites covering
all the possibilities while testing the SUT. These suites can
serve as the basis for future methodologies where not all the
possibilities are exercised while testing a timed system but
only a good subset of them. As discussed before, covering
all possibilities implies the generation of either an infinite
test suite (e.g. [3, 17]) or a very big one (e.g. [20]). In
the latter case, finiteness is usually achieved by considering
additional assumptions such that it is possible to discretize
continuous time by using a very small, realistic, time quan-
tum while the analysis goes through all the possible (after
discretization) time values. Thus, if the time quantum is
small enough, the derived test suites are huge. Let us re-
mark that these approaches are somehow inherently con-
tradictory since they start by discretizing the time domain,
to reduce the time values to be considered, but they do not
make any effort to further reduce the time values to be con-
sidered. Another approach to reduce the size of the test suite
consists in giving up a rigorous analysis. The idea is to con-
sider that if the finite test suite is well chosen then these tests
will be able to detect a broad variety of errors in the SUT.
This is the approach presented in [4, 13]. Unfortunately,
the criteria to choose good tests are essentially based on the
experience of the tester and in some predefined heuristics.

In this paper we show that the criterium to choose well
can be more rigorously defined. Given a specification, we
would like to derive a test suite such that if the SUT suc-
cessfully passes these tests in the considered bounded se-
lection (e.g. for all the behaviors having less than n in-
puts and being performed in less than ¢ time units) then we
have the maximal probability of having a correct system. In
other words, for any other test suite having the same number
of inputs, the probability of finding an error in the SUT is
smaller than by using the chosen test suite. Even though to
find such good test suite is impossible, because we cannot
infer anything about all the infinite behaviors that are not
analyzed, we can get such a test suite if we add a hypothesis
about the SUT that, we think, is reasonable.

Next, we informally describe our approach. Let us con-
sider the execution of a timed system during ¢ time units.
Our systems can perform either usual actions, that is, inputs
and outputs, or time transitions, associated with timeouts.
In Figure 1 we show a graphical representation of our sys-

tems. s; is the initial step; a transition s L s’ means
that if the machine is placed in the state s and receives the
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Figure 1. Representation of TFSMs.

input ¢ then it will produce the output o and change its state
to s'; a transition s —— s’ means that if the machine is
in state s and does not receive an input before ¢ time units
then the machine will change its state to s’. If we are test-
ing the behavior of such a system, it would be very useful to
know the internal state of the SUT. However, we consider a
black-box testing approach. So, we can only try to infer the
state of the machine by analyzing its responses to tests (i.e.
sequences of inputs). The problem is that these systems can
also evolve by performing timeouts which are not visible.
Thus, we have to hypothesize about the possibility of the
SUT performing a timeout. While testing a SUT we have
to take into account what the specification expects. For ex-
ample, let us consider the specification depicted in Figure 1
and a given SUT such that we are testing its correctness
with respect to this specification. If the SUT is placed at its
initial state, we would expect that if we apply the input ¢’ at
any time before 3 time units pass then we should receive the
output o’. The problem is that we cannot apply 4’ in all the
possible values belonging to the interval [0, 3]. In this paper
we provide a methodology to choose the best time values in
this interval so that we can (partially) overcome the previ-
ously exposed limitations while testing timed systems.

As we indicated before, we cannot observe when a time-
out is performed. In probabilistic terms, the probability that
a timeout has been performed in the last ¢’ time units obvi-
ously increases with ¢’. Let us assume that we have a func-
tion returning these probabilities, that is, if a system is in
state s then f(s,t’) returns the probability that the system
did not perform a timeout in the last ¢’ time units. Let us
consider that at time ¢t we offer the input a and the system
replies with output b.Thus, the probability that ¢’ time units
before the system would have produced the output b after
receiving the input a is at least f(s,t’). This is so because
if the system did not change its state then it would produce b
after receiving a; if the system would have changed its state
(this happens with probability 1 — f(s,t’)) then it could
still produce b (e.g., because it moved to another state with
the same behavior). In general, by using such a probability
function, we can compute a probabilistic lower bound with
which the system would have produced, in any time before



the current time, the output b after receiving the input a.
This probabilistic information is specially relevant since by
applying an input at a specific point of time we can infer not
only the behavior of the SUT at that precise point of time
but also, in probabilistic terms, the output that would have
been received at previous points of time. So, we can choose
which time values are better to apply inputs in the sense
that, with a big probability, nothing happened before inside
the system, that is, the SUT did not evolve by performing a
time transition associated with a timeout.

The consideration of the previous property in testing
terms allows to obtain a complete (probabilistic) coverage
in a bounded selection, even if infinite time values are con-
sidered, by applying a finite test suite. Let size(7) be the
number of input applications of the tests belonging to the
suite 7 and prob_ok(S,7,t,n) be the probability that the
SUT S is correct during its first ¢ time units and for be-
haviors having less than n inputs, after successfully pass-
ing all the tests belonging to 7. Given m € IN, we can
build a test suite 77, with size(7;) = m, such that for
any other test suite 75, with size(73) < m, we have
prob_ok(S,7y,t,n) > prob_ok(S,73,t,n). In this paper
we present a formal procedure to choose good tests by fol-
lowing a reasonable and intuitive approach: Choose those
tests having the best representative time values. These val-
ues will be computed by taking into account the function f.

Regarding the definition of f, in the previous informal
presentation we skipped some of its properties. For exam-
ple, it seems reasonable that the stability of the SUT de-
pends on its current state. Unfortunately, since we assume
that the SUT is a black box, we cannot know the current
state of the SUT. Thus, f must depend on information that
we are able to extract from the SUT. This information is
the sequences that the SUT performs when stimulated by
an input sequence. So, we will not have expressions such
as f(s,t). During the rest of the paper F(t,o) will in-
dicate the probability that after performing the sequence
o = (t1/i1/01,t2/i2/0a, ..., t./ir/0,), meaning that for
each 1 < j < r, we wait ¢; time units to apply the input
and observe the output o;, the state is the same as it was ¢
time units before, that is, at time | t; —t, beingt < t,.

Let us remark that to consider F as a testing hypothe-
sis provided by the tester is only one of the possibilities.
Another possibility consists in computing it. In order to
approximate F we can take several approaches. As a first
approximation, we can consider that the SUT should have,
more or less, the same tendency to change the state as the
specification. In fact, if the SUT is very different from the
specification then we should be able to find an error without
using a lot of temporal information. Thus, we can use the
tendency of the specification to change the state by perform-
ing a time transition to estimate the corresponding proba-
bility for the SUT. This technique assumes presumption of

innocence of the SUT. Another possibility consists in using
the experimentation on the SUT to estimate F: According
to the SUT responses, we can try to identify those time val-
ues such that after applying the same sequence of inputs we
receive different outputs. This information is useful to eval-
uate the variability degree of the SUT, what can be used to
estimate . In order to implement these ideas, we are ex-
ploring to derive F by using genetic algorithms. The idea
is to reduce the problem of deciding which time values are
more likely to produce a timeout to a searching problem. In
this line, genetic algorithms and formal testing have been
recently combined to produce UIO sequences [9, 6]. These
results are very promising but are not yet finished and fall
outside the scope of this paper. Anyway, the methodol-
ogy presented in this paper is independent of whether we
have that F is given or we have to estimate it by using the
specification, the responses of the SUT, or a combination
of both. Our methodology represents a rigorous and formal
approach to choose tests and we think that this is the main
contribution with respect to previous work on testing timed
systems.

The rest of the paper is structured as follows. In the next
section we present our temporal model and we show how
tests are applied to systems. In Section 3 we describe a
formal method to find test suites with high testing coverage.
Finally, in Section 4 we present our conclusions.

2 The Formal Model

In this section we introduce our formalism to specify
timed systems and the appropriate notion of test. Next, we
will formally define how timed systems are tested. All these
concepts will be used in the next section to decide which
tests, more specifically, when to test, are the ones giving
more information about the SUT.

First, we introduce our notion of timed finite state ma-
chine. As we have indicated in the introduction of the paper,
we will add new features so that the timed behavior of a sys-
tem can be properly specified. We will consider that the ma-
chine can evolve not only by performing usual actions but
also by raising timeouts. Intuitively, if after a given time,
depending on the current state, we do not receive any in-
put action then the machine will change its current state. In
order to simplify the model, we do not consider that the per-
formance of actions take time. However, this can be easily
simulated by using timeouts in the appropriate form. In fact,
some of the definitions in this section are adaptations of the
ones introduced in [14] where a model with both timeouts
and action durations is presented.

During the rest of the paper we will use the following
notation. A tuple of elements (e1,es...,e,) will be de-
noted by €. 4 denotes an interval of elements [a1, az). A
tuple of intervals is denoted by 7. Let § = (1, ... ,q,) and



t = (t1,...,t,). Wewritet € gifforall1 < j < n we
have t; € ¢;. We will use the projection functions 7; such
that given a tuple ¢ = (t1,...,t,), forall 1 < i < n we
have m;(t) = ¢;. Lett = (t1,...,t,) and ¥’ = (¢},...,t).
We write ¢ =t if forall 1 < j < n we have t; = t;-. We
write t < ¢’ if forall 1 < j < n we have t; < t;. Finally,
we will denote by >t the sum of all elements of the tuple
t, that is, 2?21 t;.

Definition 1 A Timed Finite State Machine, in the follow-
ing TFSM, is a tuple M = (S,1,0,7T0,Tr, s;,) where S
is a finite set of states, I is the set of input actions, O is the
set of output actions, TO : S — S x (R4 U o0) is the
timeout function, T'r is the set of action transitions, and s;,,
is the initial state.

An action transition is a tuple (s, s’,i,0) where s, s’ € S
are the initial and final state of the transition, and i € I,
o € O are the input and output actions associated with the
transition.

We say that M is deterministic if for all state s € .S and
inputi € I, (s, s1,4,01), (8, $2,1,02) € Trimplies s; = so
and 01 = 09.

We say that M is input-enabled if for all state s € S and
input i € I there exist s’ and o such that (s, s’,i,0) € T'r.

O

An action transition (s, ', 7, 0) denotes that if the input ¢
is received then the output o will be produced and the ma-
chine will change its internal state to s’. We will sometimes
denote the transition (s, s’,4,0) by s _ile, s’. For each
state s € .9, the application of the timeout function T'O(s)
returns a pair (s’,t) indicating the time ¢ that the machine
can remain at the state s waiting for an input action, and the
state s’ to which the machine evolves if no input is received
on time. We assume that TO(s) = (s/,t) implies s # ¢/,
that is, timeouts always produce a change of the state. We
indicate the absence of a timeout in a given state by setting
the corresponding time value to co. By abusing the nota-
tion, we will assume r + oo = oo for all r € R.

Example 1 In Figure 1 we give a graphical representation
of the TFSM:

M = ({s1,...,86},{i',i"},{0,0", 0"}, TO, Tr,s1)

where T'r and T'O are defined as:

t12 = (51, SQ,i/,O/), t34 = (S3,84,i/,0//),
Tr =< tos = (s2,85,4",0"), tas = (54, 85,4",0'),

tse = (s5,56,1,0"), te1 = (s6,51,4',0")

TO(Sl) = (83,3), TO(SQ) = (84,1), TO(Sg) = (86,4),
and TO(s) = (s1,00), for s € {s4, $5, S6}- O

Next we introduce some notions to consider the concate-
nation of several transitions of a TFSM. A step is an action
transition preceded by zero or more timeouts. The inter-
val ¢ indicates the time values where the input action could
be received. An evolution is a sequence of inputs/outputs
corresponding to the action transitions of a chain of steps
where the first one begins with the initial configuration of
the machine. In addition, evolutions include time values
which inform us about possible timeouts (indicated by the
intervals fj). In some situations, mainly in the forthcoming
examples, we will need to know the state in which a ma-
chine is placed after letting pass a certain amount of time.
Thus, s —!s &' denotes that if the machine is in state s
and ¢ time units pass without performing any action then
the machine will be placed in state s’. Let us remark that s
and s’ will coincide, for instance, if w2 (T'O(s)) > t.

Definition 2 Let M = (S,1,0,TO,Tr, s;,) be a TFSM
and 5o € S. A tuple (sg,s,i/0,t) is a step of M for
sg if there exist & > 0 states si,...,8, € S such
that for all 1 < j < k we have TO(s;—1) = (sj,t;)
and there exists a transition (sy,s,4,0) € 7T, such that
t = Z?Zl tij§:1 t; +7r2(TO(sk)) We denote by
Steps(M, s) the set of steps of M for the state s.

We say that (/i1/o01,...,t,/ir/o,) is an
evolution of M if there exist r steps of M
(Sm, 81,’L.1/01,I§1)7 (51, 82,2'2/02,7?2), ceay (37-_17 S,-,i,-/OT»,7§7-)
for the states s;p, s1, ..., Sr—1, respectively. We denote by
TEvol(M) the set of evolutions of M.

Let 5,5 € Sandt € R,. We write 5 —~
if there exist £k > 0 states si,...,Sx € S such that
forall 1 < j < k we have TO(s;—1) = (sj,t;) and

te [zle t okt WQ(TO(sk)). 0

Example 2 Let us consider the TFSM depicted in Fig-
ure 1 and presented in Example 1. Next, we give some
of the steps that the machine can generate. For example,
(s1, 82,4 /0,10, 3)), represents the transition ¢12 when no
timeouts precede it. The input i’ can be accepted before 3
time units pass (this is indicated by the interval [0, 3)). The
step (s1, $4,4' /0", [3,7)) is built from the timeout transition
associated to the state s; and the action transition ¢34. This
step represents that if after 3 time units no input is received,
the timeout transition associated with that state will be trig-
gered and the state will change to s3. After this, the machine
can accept the input i’ before 4 units of time pass, that is,
the timeout assigned to the state s3. So during the time in-
terval [3, 7) if the machine receives the input ¢’ it will emit
0" and the state will change to s4. Similarly, we can obtain
the step (s1, $1,4' /0", [7,00)), using the timeout transitions
corresponding to s; and s3 and the action transition %¢; .
For example, ([7,00)/i'/0",[3,7)/i'/0") represents an
evolution built from two steps and assuming that s; is the



initial state.
Finally, the following are possible time transitions:
S1 —2'\’* S1, S3 —6W S6, S1 —8’\’“> S6. O

In the following definition we introduce the concept of
instanced evolution. Intuitively, instanced evolutions are
constructed from evolutions by instantiating to a concrete
value each timeout, given by an interval, of the evolution.
In addition, we need to extract those evolutions that are per-
formed inside a bound, that is, they have less than n inputs
and take less than ¢ time units.

Definition 3 Let M = (S,1,0,T0,Tr,s;,) be a TFSM
and e = (t1/i1/o1,...,t./ir/0,) be an evolution. We say
that the tuple (t1/41/01,...,t./ir/0,) is an instanced evo-
lution of e if for all 1 < j < r we have t; € fj. We
denote by InsTEvol(M) the set of instanced evolutions
of M. By abusing the notation, we will sometimes refer
to instanced evolutions such as (¢1/i1/01, ..., t./i./0,) as
(t,0), where t = (t1,...,t.) and 0 = (i1/01,...,ir/0p).

Let ie = (t1/i1/01,...,t/ir/0,) be an instanced evo-
lution. We define its duration as dur(ie) = > ¢; and its
length as len(ie) = r. We define the set of instanced evolu-
tions bounded by n and t of M, denoted by boundy (n, t),
as

boundjs(n,t) = {z’e € InsTEvol(M) ‘

Example 3 If we consider the temporal evolution previ-
ously showed, ([7,00)/i'/0",[3,7)/i'/0"), we have that
(8/i'/0",5/i'/0") and (12/i' /0" ,3/i'/0") are instanced
evolutions. O

Next we define how tests are applied to SUTs. The idea
will be that we derive a test suite from the specification and
apply its tests to the SUT. If the SUT fails any of the tests
then we know that the SUT is not a correct implementation
of the specification. We assume, as usual, that SUTSs can
be formally represented by using the same formalisms as
for specification, that is, by means of TFSMs. We also take
the usual assumption that all the input actions are always
enabled in any state of the SUT. The idea is that we need
the SUT to reply somehow to any provided stimulus. Fi-
nally, in this paper we assume that both specifications and
SUTs are deterministic. This restriction is only needed to
simplify the presentation of the forthcoming technical ma-
chinery. The extension to cope with non-determinism can
be done by following [14].

Tests represent sequences of inputs applied to an SUT.
Once an output is received, the tester checks whether it be-
longs to the set of expected ones or not. In the latter case,
a fail signal is produced. In the former case, either a pass

signal is emitted (indicating successful termination) or the
testing process continues by applying another input. If we
are testing an implementation with input and output sets
and O, respectively, tests are deterministic acyclic labelled
transition systems (i.e. trees) with a strict alternation be-
tween an input action and the set of output actions. After
an output action we may find either a leaf or another input
action. Leaves can be labelled either by pass or by fail. In
addition to check the functional behavior of the SUT, tests
have also to detect whether wrong timed behaviors appear.
Specifically, tests will include delays before offering input
actions. The idea is that delays in tests will induce timeouts
in SUTs. Thus, we may indirectly check whether the time-
outs imposed by the specification are reflected in the SUT
by offering input actions after a specific delay. Let us note
that a tester cannot observe when the SUT takes a timeout.
However, she can check the SUT behavior after different
delays.

Definition4 A  fest is a tuple T =
(S,1,0,Tr, so,Sr,50,S5F,Sp, D) where S is the
set of states, I and O are disjoint sets of input and
output actions, respectively, Tr C S x (I UO) x S is
the transition relation, so € S is the initial state, and
the sets S7, S0, Sr,Sp C S are a partition of S. The
transition relation and the sets of states fulfill the following
conditions:

e Sy is the set of input states. We have that sg € S;. For
all input state s € Sy there exists a unique outgoing
transition (s,a, s’) € Tr. For this transition we have
thata € I and s’ € Sp.

e So is the set of output states. For all output state s €
So we have that for all o € O there exists a unique
state s’ such that (s, 0, ") € Tr. In this case, s’ ¢ So.
Moreover, there do not exist7 € [ and s’ € S such that
(s,i,8") € Tr.

e S and Sp are the sets of fail and pass states, respec-
tively. We say that these states are terminal. Thus, for
all state s € Sg U Sp we have that there do not exist
a€IUO and s’ € Ssuchthat (s,a,s") € Tr.

Finally, we have the function D : St — R, associating
delays with input states.

We say that a test 7' is valid if the graph induced by 7' is
a tree with root at the initial state sg.

Let 0 = i1/01,...,4,/0,. We write T—"> s if s €
Sr U Sp and o leads T to the state s. More formally,
there exist states sio, So1,S22,...8-1,Sr2 € S such that
{(s0,11,812), (Sr2,0,,5)} C Tr, forall 2 < j < r we
have (s;1,%;,5;2) € Tr,andforall 1 < j <r —1 we have
(8j2,05,8(j41)1) € Tr. Lett = (t1,...,t.). We write
T—"5;5if T—">s,t; = D(sp), and forall 1 < j < r we
have t; = D(s;1). O



Let us remark that 7—%- s7', and its variant T—7 sT,

imply that s is a terminal state. Next we define the appli-
cation of a test suite to a SUT. We say that the test suite
T is passed if for all test the terminal states reached by the
composition of the SUT and the test are pass states.

Definition 5 Let [ be a TEFSM, T be a valid test,
o = i1/o1,...,i./o., 8T be a state of T, and t =
(t1,...,ty). We write I || T—"57sT if T—"57sT and
(t,0) € InsTEvol([).

We say that I passes the set of valid tests 7, denoted by
pass(I,7),if forall test T € T there do not exist o, s7,
such that I || T—Z>7 sT and sT € Sp. O

We conclude this section by providing a formal defini-
tion of the probabilistic functions F that we presented in
the introduction of the paper.

Definition 6 Let M be a TFSM.We say that a function Fj; :
R, x InsTEvol(M) — [0, 1] is a probabilistic stability
function for M. O

As we indicated in the introduction, given a time ¢
and an instanced evolution ie = (t1/i1/01,...,t./ir/0:),
F(t,ie) denotes the probability that, after performing ie,
the machine M has not changed its state in the last ¢ time
units (i.e., it has not performed a timeout in the last ¢ time
units). Besides, we will assume that this function can be
used in the opposite direction as well: It also denotes the
probability that if 7, would have been offered ¢ time units
later then the state would have not changed from the time
i, was actually offered to this time.?

3 Computing the coverage of a test suite

In this section we deploy the machinery to establish the
goodness of a test suite. First, we informally introduce our
framework by using a simple example. Let us suppose that
the we apply the test “wait two seconds and then offer the
input a” and we observe the output b. Then, we wait two
more seconds, apply a, and observe again b. We repeat the
operation again and observe the same result. In other words,
we observe the sequence

2 a/b 2 a/b 2 a/b
§1 —> S — > 83 —/» S4 — S5 —» S¢ — S7

for some unknown, possibly equal, states s, ..., s7. In ad-
dition, let us suppose that the function F, associated with
the testing process, indicates that, for all traces, the state
of the SUT did not change in the last second (i.e., a time-
out was not performed in the last second) with probability

2We could use two different functions, one for each purpose. However,
we preferred to use a single function for the sake of presentation simplicity.

41> being n equal to the length (i.e. number of inputs) of

the trace. According to all the information that we have, let
us compute the probability to obtain three bs after applying
three as but having one second delays (instead of two).

Let us consider the first application of @ in the before
mentioned test, that is, two time units passed, we applied
a and then we observed b. If we would have waited only

one second instead of two, then we would have sy VR sh
for some state s5. At this point, the probability of being
at the same state as the one reached after waiting for two
seconds (that is, of so = s5) would be at least %: Since we
use the sequence (2/a/b) to infer what would happen if a
were offered one second before, we have ﬁ according to
F. Thus, the probability of observing b in the SUT after
offering a is at least % In the previous argument we use the
clause “at least” because this probability can be bigger. For
example, a timeout could have been performed bringing the
machine to a state that produces b after applying a. Another
possible situation is that several timeouts were performed
during the last second so that we reach the same state where
we were one second ago. Obviously, in this situation we
would also receive b after applying a.

What would happen next if we apply a again after wait-
ing only one more second? In this case, until the new a is
offered we we would have the sequence

1 ;_alb r 1 /
§1 = Sg — S3 /¥ Sy

for some unknown, possibly equal, states s1, 5, s%, s;. If
the state s4 in this sequence and the state s3 reached by ap-
plying our test were actually the same then we could apply
an argument similar to the previous one to conclude that
with a probability at least % = % we will obtain b after
a. This is so because F is applied to a trace of length 2.
So, what is the probability of s3 = s5? This probability is
again at least % This is so because, as previously explained,
this is the lower bound of the probability of s, = s5. In
conclusion, the probability that after applying two as, each
preceded by a one second delay, we obtain two bs is at least
% . % = % Using a similar reasoning, the probability that we
obtain three bs after applying three as, each of them delayed
one second is greater than § - 2 - 3 = 1.

Let us note that observations and F can be used to ex-
trapolate the behavior in time values previous to the obser-
vation (like in the previous example) or in subsequent time
values. In the former case, after we apply ¢ and observe o at
a given time, we hypothesize about what would happen if ¢
would have been offered before. In the latter, we hypothe-
size about what would happen if ¢ would have been offered
later. For example, we can use arguments similar to those of
the previous example to infer the probability that 3 bs would
be produced if 3 as were offered at delays 3, 3, and 3, or at

delays 1, 3, and 1, etc.



The running example commented at the beginning of the
section considers that we have only one test application.
However, we have to consider the application of a test suite.
How can we use the multiple executions if we obtain dif-
ferent observation time values? For example, let us suppose
that we have two different test applications and we want to
infer what would happen if we offer a after a one second de-
lay. Let us consider that the test applications show b when
offering a after a two (resp. three) seconds delay. In this
case, we will take as probabilistic bound the higher value.
If 7 is a decreasing monotonous function, as expected, then
we use our observation at time two to infer what would hap-
pen at time one, and we ignore the probability at time three.

The previously introduced method will be the basis to
compute a notion of test suite coverage, that is, how good
was the SUT tested (or how good is a given test suite to
provide such a coverage). However, in order to compute
this measure, it will not be enough to use the probabilistic
knowledge about one specific trace but we have to take into
account all the possible executions that fit into our testing
constraints (i.e., with less than n inputs and taking less than
t units of time). By adding the probabilities associated with
each of these executions we obtain a probabilistic bound on
the correctness of the SUT. Let us remark that if the time do-
main is dense, to add probabilities becomes to integrate. In
order to obtain these probabilities, we will apply the F func-
tion to the corresponding tests as explained before. Actu-
ally, for each evolution in the specification we will add (i.e.,
integrate) the probabilities of all instanced evolutions fitting
into the evolution. We will repeat this process for all the
evolutions of the specification having less than n inputs and
lasting less than ¢ time units. Let us remark that the number
of such evolutions is finite. Then, by considering together
all these probabilities (the ones computed for each evolution
from its instanced evolutions), we will have a probabilistic
measure on the correctness of the SUT: A lower bound on
the aggregated probability that the SUT provides, after each
sequence of inputs, the outputs expected by the specifica-
tion.

Next we show how the probability of observing a given
sequence of outputs in response to a sequence of inputs at
some given times is extracted from J and a finite set of ob-
servations collected from the SUT. Basically, we will search
for observations of the set where the same sequences of in-
puts/outputs are produced but possibly at different times.
One of these observations will be selected, and the target
probability will be extracted from F by taking into account
the difference between each time of the sequence and the
corresponding time in the observation. The observation se-
lected for making this calculation will be the one providing
the highest probability, according to the conditions com-
mented before.

Let us note that even though the term observation refers

to a sequence observed by testing, we can reason about
these observations before tests are applied. Due to the deter-
minism of the specification, there is a single valid response
for each sequence of inputs produced at specific times (let
us note that tests have a single pass state in this case).
Hence, if the SUT passes a test then the set of valid observa-
tions that can be collected is a singleton. Let us remark that
our goal is to select those tests such that, if all of them are
passed, then they provide the highest probability of correct-
ness of the SUT. Hence, in order to reason about test suites
it is enough to reason about the sets of observations that
would be collected from them. Hence, our method can be
easily applied to measure the coverage of tests even before
they are applied. In the next definition, the set of observa-
tions (denoted by ) is represented by a set of instanced
evolutions. Basically, we define a function associating each
instanced evolution with the probability that its outputs are
produced in response to its inputs, according to F and the
set of observations O.

Definition 7 Let M = (S,1,0,T0O,Tr, s;,) be a TFSM,
O C InsTEvol(M) be a set of instanced evolu-
tions, and Fj,; be a probabilistic stability function for
M. The extrapolated probabilistic behavior function as-
sociated to O and F, denoted by FPp z, is a function
Po. 7 : InsTEvol(M) — [0,1] such that for all ie =
(ti/i1/o01,. .., tn/in/0n) € InsTEVOL(M) we have

Po r(ie) = max{P’(ob)| ob € O}

where for all ob = (t}/ir/o1,....t),/)in/on) €

InsTEvol(M) we have

n

P'(ob) = [ [ F(It: = til. (£1 /ir /o1, . .

i=1

 ti/1i/04))
0

Next we show an example to illustrate this definition.
Given r € R, we will assume that {$(r) = rif 0 < r < 1,
O(r) =0ifr < 0, and {$(r) = 1if r > 1. This function
will be used to transform any » € R into a valid probability
in the interval [0, 1].

Example 4 Let us revisit the informal example given
at the beginning of this section. Using the notation
introduced in the previous definition we have O =
{(2/a/b,2/a/b,2/a/b)}. A function F fitting into the de-
scription given at the beginning of the section is F(¢,0) =
& (HLH —t+ 1) , where n is the length of o (for the sake

of notation simplicity, the application of the function <) will
be omitted from now on). Let us note that the value nLH is

returned when ¢ = 1. According to this definition of F, for
all 0 = (t1/a/b,t2/a/b,t3/a/b) we have that Po z(o) is
equal to:



L pa+1) (2o t|+1> <3 |2 — t5| + 1
2 ! 3 2 4 3

For instance, Po #(1/a/b,1/a/b,1/a/b) = § -2 - 3.

Let us note that, since there are not observatlons in
O concerning sequences of inputs/outputs different from
(a/b,a/b,a/b), we have that Po z returns O for any in-
stanced evolution with other inputs/outputs. The reason is
that the max function used in the previous definition returns
0 if applied to an empty set. o

We are not interested in the probability of an instanced
evolution but in the probability of all of them. In order to
be able to range them, we need to infer all the time val-
ues where, according to the specification, a given sequence
could be produced. For each evolution we will collect all
the available time values for each step, that is, such that an
instanced evolution of the evolution is obtained. Moreover,
since we are interested in testing the SUT up to a given time
limit ¢, only instanced evolutions lasting less than ¢ will be
considered. Given an evolution and ¢ — 1 real numbers de-
noting the concrete time values at which the first ¢ — 1 inputs
are offered, the next function computes the values at which
the i-th input could be produced, according to the limit im-
posed by t.

Definition 8 Let M = (S,1,0,T0,Tr,s;,) be a TFSM,
e = (t1/i1/o1,...,tn)in/0,) € TEvO1(M) be an evo-
lution of M, i € [1..n], and ¢t € Ry. The range function
for the i-th step of e with time limit ¢, denoted by R; . ;, is
a function R; .; : (Ry)"™' — R, x R, where for all
t1,...,t;_1 € ]R+ we have

Ri,e,t(th ey ti—l) = |:ti1 , min{tig, t— Z;;ll tj})
where #; = [ti1,ti0). If i = 1 then the value returned by
R; ¢ will be denoted by R; 4 (-). O

Next we show how to add the probability of correctness
of each instanced evolution fitting into an evolution, pro-
vided that it is executed before ¢ units of time.

Definition 9 Let M be a TFSM, F be a probabilis-
tic stability function for M, t € R4, and e =
(t1/i1/01, .. tn/in/0n) € TEVOL(M) be an evolution of
M. Besides, let O C InsTEvol(M) be a set of instanced
evolutions of M. We define the cumulated probability as-
sociated with e as

Riet()seosRn e t(t1,estn_1)
CPO’]-'(G):/ Po’f(t1/21/01,... tn/in/0n) dty ... dty

a/b

%

c/d 3 4

[N

Figure 2. Specification given as a TFSM.

Intuitively, C'Pp 7 computes the probability associated
with all the possible instanced evolutions of the evolution e.
The limits of the n integrals are given by the intervals pro-
vided by the R; . function. That is, the integration lim-
its for the variable ¢; are given by the interval denoted by
Ry ¢, the limits for ¢ are given by Ry . ;, and so on.

Example 5 Let us suppose that we are testing a SUT with
respect to the specification M given in Figure 2 up to
time ¢ = 10, assuming that s; is its initial state. As in
Example 4, let us suppose that we are provided with the
set of observations O = {(2/a/b,2/a/b,2/a/b)} and the
same function F is used. Let us consider the evolution
e = ([0,4)/a/b,[0,5)/a/b,[0,3)/a/b) € TEvol(M). We
will add the probability of correctness of all instanced evo-
lutions associated to e.

First, let us compute the time intervals we will have to
take into account to cover all instanced evolutions fitting
into e such that they are produced in at most 10 seconds. By
applying Definition 8, we infer that the interval of the first
delay is given by Ry ¢ 10(-) = [0,4), the second interval is
Ry.e10(t1) = [0,5), and the third interval is defined by the
expression Rs . 10(t1,t2) = [0,min{3, (10 — (1 + t2))}).
These intervals will define the integration limits used in the
computation of C'P.

In Example 4 we computed the function Pp # for all
instanced evolutions of the form (¢1/a/b,ta/a/b,t3/a/b).
According to it, the cumulated probability of all instanced
evolutions associated to e that can be produced in at most
10 time units, denoted by C'Pp _£(e), is given by

[T G
——|2—t1\+1)~
0JoJo (2
2
<§—|2—t2‘+1)~

3
(Z — |2 —t3] + 1) dty dts dts

where ¢’ = min{3, (10 — (¢1 +t2))}.
Alternatively, let us consider now that the set
of observations (O is given by the expression



{(2/a/b,2/a/b,2/a/b),(2/a/b,1/a/b,2/a/b)}. Let us
note that in order to extrapolate the probability of correct-
ness of each instanced evolution, the function Po_r always
takes the observation providing the highest value (see Defi-
nition 7). According to O, this means that the probability
of an instanced evolution (¢1/a/b,ta/a/b,ts3/a/b), with
to > 1.5, will be computed from the first observation, while
the second observation will be used if ¢t5 < 1.5. Thus, we
have that the expression

t' 15 r4
/0 /0/0 Po,r(t1/a/b,t2/a/b,t3/a/b)
where t' = min{3, (10 — (¢; + t2))}, is equal to

1
2
(2
3
3
<if|27t3|+1> dty dto dts
+
t' 15 4 1
// / S 2—ty]+1])-
0 J1.5J0 2
2
(2-ruie).
3
(Z—|2—t3|+1> dty dto dts
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Once we are provided with a method to add the proba-
bility of correctness of all instanced evolutions associated
to an evolution, the coverage measure of a set of observa-
tions/tests will be the addition of these values for all the
available evolutions. Actually, we will only check those
evolutions that can be produced by the specification, have
n inputs, and last at most ¢ time units. For each of them, we
will add the probability that each instanced evolution fitting
into the evolution works properly in the SUT (which is cal-
culated by the C'P function). Since only sequences of n
inputs that can be produced in at most ¢ time units are con-
sidered, the set of these evolutions is finite (let us note that
it could be infinite if one of these conditions were missing).
In the next definition, the set of evolutions to be considered
is denoted by E.

Definition 10 Let Spec and SUT be TFSMs, n € IN and
t e ]R+. Let

gl e=thnti)/infor,. ., [tnr, tn2) /in/on)

A e € TEvol(Spec) A D, tia <t
Besides, let O C InsTEvol(SUT) be a set of in-
stanced evolutions of SUT and F be a a probabilis-

tic stability function for SUT. The coverage of O,
denoted by coverage(Q), is given by the expression

ZeEE CP(/)J:(G). O

The previous metric allows to compare observations as
well as their direct counterpart, tests. A test suite is better
than another if the observations we would collect from its
application (which are unique up to correctness) provide a
better coverage. This is so because if the test suite is applied
to the SUT and all of them are passed (i.e., if the expected
observations are obtained), then we will have a higher con-
fidence on the correctness of the SUT. So, test suites can be
compared by considering their corresponding observations.
Moreover, we can define the optimal test suite fitting into a
given maximal size. Instead of considering just the number
of tests, the size of a test suite will be the addition of the
length of each test in the suite, that is, the number of inputs
we wish to offer among all tests included in the suite. Given
this maximal size, we may define the best test suite of this
size.

Definition 11 Let M be a TFSM and 0,05 C
InsTEvol(M). We say that Oy provides a better confi-
dence than O, denoted by Oy 13 Os, if coverage(O;) >
coverage(0s).

Let N € IN. We have that the set of instanced
evolutions @ C InsTEvol(M) is optimal for the
size N if Z{[kl(tl/ll/ola7tk‘/lk/0k) S O]} <
N and for all @' C 1InsTEvol(M) such that
YAkt /in /o1, ..t /ik/ox) € O'F < N we have O J
o' 0

Once we choose a set of observations O providing a good
coverage, it is easy to construct from it a test suite such
that, if all tests are passed by the SUT, then the set of se-
quences observed during the application of the tests is O.
In this way, a test suite providing good coverage will be
constructed. For each observation ie € O we will construct
a test 1" such that, after offering the sequence of inputs in-
cluded in e at the times specified by it, only the sequence
of outputs of ie is accepted. In this case, we will say that T’
is the checker of ie. We will derive a test suite consisting of
the checkers of all instanced evolutions in O.

Definition 12 Let M be a TFSM. Given an instanced
evolution ie = ({,0) = (t1/i1/01,---,tn/in/on) €

InsTEvol(M), the checker of e, denoted by
checker(ie), is a test T" such that

o 772557 with Sp = {sT},

e for all instanced evolution ie’ = (¥,0') =

(ti/i1/01, ..., tx/ix/0)), such that £ < n and o), #

’
ok, we have T-"—7 sT with s € Sp.

e there does not exist ie” = (t’,0"), with len(ie”) >

len(ie), such that T-"—7 sT for any s”.



Given O C InsTEvol(M), we say that the set
{checker(ie)|ie € O} is the test suite derived from O
and we denote it by derived(O). O

Lemma 1 Let M be a TFSM, ie € InsTEvol(M), and
T=1(510,Tr, so,Sr,S0,5F,Sp, D) be atest such that
T = checker(ie). Let us suppose that M || T—"-7 sT. We
have s* € Sp iff ie = (%, 0).

4 Conclusions

Testing real-time systems is an intrinsically difficult task
because, in general, it is not possible to rigorously test a
SUT, neither completely nor in the limit (i.e., up to se-
quences with n inputs produced in less than ¢ time units,
for some n and ¢ given). Unfortunately, in practice we can
only apply a tiny part of the infinite tests we should apply
to claim with certainty the correctness of the SUT. Since
it is impossible to fight against this limitation, we consider
that one of the goals of a testing methodology is to measure
how much information is lost by taking some tests instead
of others. In this paper we have seen that, by assuming some
simple information about the SUT (which does not directly
reveal information about the correctness of any functional-
ity), it is possible to measure how much information is lost
by taking some tests or, considering it the other way around,
it allows to find optimal test suites in each case (in partic-
ular, those losing less information). This additional infor-
mation is an inertia model of the SUT, that is, a function
denoting in probabilistic terms the tendency of the SUT to
change its state.
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